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Summary

CVE CVE-2006-3999

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-05 01:04:00 UTC

Updated 2018-10-17 21:32:00 UTC

Description ISS BlackICE PC Protection 3.6.cpj, 3.6.cpiE, and possibly earlier versions do not properly monitor the integrity of the pamversion.dll BlackICE library, which allows local users to subvert BlackICE by replacing pamversion.dll. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Iss Blackice Pc Protection 3.6cpie All All All

Application Iss Blackice Pc Protection 3.6cpj All All All

Application Iss Blackice Pc Protection 3.6cpie All All All

Application Iss Blackice Pc Protection 3.6cpj All All All

References

Reference Source

SecurityTracker.com Archives - BlackICE Insufficient Access Controls on 'pamversion.dll' Lets Local Users Gain Elevated Privileges SECTRACK

SecurityFocus BUGTRAQ

SecurityReason - ISS BlackICE PC Protection DLL faking of run-time linked libraries Vulnerability SREASON

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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