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Summary

CVE CVE-2006-4019

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-11 21:04:00 UTC

Updated 2018-10-17 21:32:00 UTC

Description Dynamic variable evaluation vulnerability in compose.php in SquirrelMail 1.4.0 to 1.4.7 allows remote attackers to overwrite arbitrary program variables and read or write the attachments and preferences of other users.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squirrelmail Squirrelmail 1.4.0 All All All

Application Squirrelmail Squirrelmail 1.4.1 All All All

Application Squirrelmail Squirrelmail 1.4.2 All All All

Application Squirrelmail Squirrelmail 1.4.3 All All All

Application Squirrelmail Squirrelmail 1.4.3a All All All

Application Squirrelmail Squirrelmail 1.4.3_r3 All All All

Application Squirrelmail Squirrelmail 1.4.3_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.4 All All All

Application Squirrelmail Squirrelmail 1.4.4_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.5 All All All

Application Squirrelmail Squirrelmail 1.4.6 All All All

Application Squirrelmail Squirrelmail 1.4.6_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.7 All All All

Application Squirrelmail Squirrelmail 1.44 All All All

Application Squirrelmail Squirrelmail 1.4_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.0 All All All

Application Squirrelmail Squirrelmail 1.4.1 All All All
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Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

'[Full-disclosure] rPSA-2006-0152-1 squirrelmail' - MARC FULLDISC marc.info

SecurityFocus BUGTRAQ www.securityfocus.com

Repository / Oval Repository OVAL oval.cisecurity.org

27917 OSVDB www.osvdb.org

Apple Mac OS X 2007-007 Multiple Security Vulnerabilities BID www.securityfocus.com

SquirrelMail - Webmail for Nuts! CONFIRM www.squirrelmail.org

[#RPL-577] CVE-2006-4019: Variable overwriting in compose.php allows unauthorized access - rPath JIRA CONFIRM issues.rpath.com

Secunia - Advisories - rPath update for squirrelmail SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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