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Summary

CVE CVE-2006-4022

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-09 00:04:00 UTC

Updated 2011-03-08 02:40:00 UTC

Description Intel 2100 PRO/Wireless Network Connection driver PROSet before 7.1.4.6 allows local users to corrupt memory and execute code via "requests for capabilities from higher-level protocol drivers or user-level applications" involving crafted frames, a different issue than CVE-2006-3992.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Intel 2100 Proset Wireless 7.1.4.5 All All All

Application Intel 2100 Proset Wireless 7.1.4.5 All All All

References

Reference Source Link

Intel PRO/Centrino Wireless Drivers Let Local and Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK securitytracker.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Intel PRO/Wireless 2100 Network Connection Driver Local Privilege Escalation Vulnerability BID www.securityfocus.com

Intel Support CONFIRM support.intel.com

US-CERT Vulnerability Note VU#824500 CERT-VN www.kb.cert.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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