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Summary

CVE CVE-2006-4026

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-09 00:04:00 UTC

Updated 2018-10-17 21:32:00 UTC

Description PHP remote file inclusion vulnerability in SAPID CMS 123 rc3 allows remote attackers to execute arbitrary PHP code via a URL in the (1) root_path parameter in usr/extensions/get_infochannel.inc.php and the (2) GLOBALS["root_path"] parameter in usr/extensions/get_tree.inc.php.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redgraphic Sapid Cms 1.2.3 rc3 All All

Application Redgraphic Sapid Cms 1.2.3 rc3 All All

References

Reference

SecurityReason - SAPID CMS remote File Inclusion vulnerabilities

Multiple SAPID Products Multiple Remote File Include Vulnerabilities

IBM X-Force Exchange

SecurityTracker.com Archives - SAPID Include File Bugs in 'root_path' and 'GLOBALS["root_path"]' Parameters Let Remote Users Execute Arbitrary Code

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SAPID CMS "root_path" File Inclusion Vulnerability - Advisories - Secunia

SecurityFocus

SAPID CMS <= 1.2.3.05 (root_path) Remote File Include Vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2006-4026/mitre
https://cve.report/CVE-2006-4026/nist
https://cve.report/CVE-2006-4026/cve_org
https://cve.report/api/cve/CVE-2006-4026.json
https://cve.report/CVE-2006-4026.pdf
http://cve.report/vendor/redgraphic
http://cve.report/software/redgraphic/sapid_cms
http://cve.report/vendor/redgraphic
http://cve.report/software/redgraphic/sapid_cms
http://securityreason.com/securityalert/1346
http://www.securityfocus.com/bid/19383
https://exchange.xforce.ibmcloud.com/vulnerabilities/28250
http://securitytracker.com/id?1016650
http://www.vupen.com/english/advisories/2006/3191
http://secunia.com/advisories/21410
http://www.securityfocus.com/archive/1/442425/100/0/threaded
https://www.exploit-db.com/exploits/2128
https://www.cve.org/CVERecord?id=CVE-2006-4026
https://nvd.nist.gov/vuln/detail/CVE-2006-4026


There are currently no legacy QID mappings associated with this CVE.
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