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BIND before 9.2.6-P1 and 9.3.x before 9.3.2-P1 allows remote attackers to cause a denial of service (crash) via certain SIC
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Isc Bind 9.2.3 All All All
Isc Bind 9.24 All All All
Isc Bind 9.25 All All All
Isc Bind 9.2.6 All All All
Isc Bind 9.3 All All All
Isc Bind 9.3.0 All All All
Isc Bind 9.3.1 All All All
Isc Bind 9.3.2 All All All
Isc Bind 9.2.3 All All All
Isc Bind 9.2.4 All All All
Isc Bind 9.2.5 All All All
Isc Bind 9.2.6 All All All
Isc Bind 9.3 All All All
Isc Bind 9.3.0 All All All
Isc Bind 9.3.1 All All All
Isc Bind 9.3.2 All All All



https://cve.report/
https://cve.report/CVE-2006-4095/mitre
https://cve.report/CVE-2006-4095/nist
https://cve.report/CVE-2006-4095/cve_org
https://cve.report/api/cve/CVE-2006-4095.json
https://cve.report/CVE-2006-4095.pdf
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind

References

Reference

Debian update for bind9 - Advisories - Secunia

Webmail - OVH

SecurityFocus

SecurityTracker.com Archives - BIND Query Processing Bugs Let Remote Users Deny Service
ISC BIND Denial of Service Vulnerabilities - Advisories - Secunia
usn/usn-343-1 - Ubuntu: Linux for human beings

FreeBSD update for bind - Advisories - Secunia

SUSE updates for openssh, openssl, and bind9 - Advisories - Secunia
DSA-1172

The Slackware Linux Project: Slackware Security Advisories

Security Announcement

[#RPL-626] multiple denial of service vulnerabilities in bind: CVE-2006-4095 CVE-2006-4096 - rPath JIRA
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Security Announcement
www.niscc.gov.uk/niscc/docs/re-20060905-00590.pdf

ISC BIND Multiple Remote Denial of Service Vulnerabilities

OpenBSD update for BIND - Advisories - Secunia

OpenPKG Corporation: Security: Security Advisories

Gentoo update for bind - Advisories - Secunia

APPLE-SA-2007-05-24 Security Update 2007-005

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
FreeBSD-SA-06:20.bind

rPath update for bind - Advisories - Secunia

OpenBSD 4.0 errata

Ubuntu update for bind9 - Advisories - Secunia

US-CERT Vulnerability Note VU#915404

Advisories - Mandriva Linux

HP Insight Management Agents SSL Vulnerabilities - Advisories - Secunia
Apple Mac OS X Security Update for Multiple Vulnerabilities - Advisories - Secunia
Gentoo Linux Documentation -- BIND: Denial of Service

SSRT071304

Slackware update for bind - Advisories - Secunia

IBM X-Force Exchange

Source

SECUNIA

VUPEN

BUGTRAQ

SECTRACK

SECUNIA

UBUNTU

SECUNIA

SECUNIA

DEBIAN

SLACKWARE

SUSE

CONFIRM

VUPEN

SUSE

MISC

BID

SECUNIA

OPENPKG

SECUNIA

APPLE

VUPEN

FREEBSD

SECUNIA

OPENBSD

SECUNIA

CERT-VN

MANDRIVA

SECUNIA

SECUNIA

GENTOO

HP

SECUNIA

XF

Link
secunia.com
www.vupen.com
www.securityfoc
securitytracker.c
secunia.com
www.ubuntu.con
secunia.com
secunia.com
www.us.debian.c
slackware.com
www.novell.com
issues.rpath.con
Wwww.vupen.com
www.novell.com
WWW.NISCC.goV.L
www.securityfoc
secunia.com
www.openpkg.cc
secunia.com
lists.apple.com
www.vupen.com
security.freebsd.
secunia.com
www.openbsd.ot
secunia.com
www.kb.cert.org
www.mandriva.c
secunia.com
secunia.com
security.gentoo.(
www2.itrc.hp.cor
secunia.com

exchange.xforce


http://secunia.com/advisories/21828
http://www.vupen.com/english/advisories/2006/3473
http://www.securityfocus.com/archive/1/445600/100/0/threaded
http://securitytracker.com/id?1016794
http://secunia.com/advisories/21752
http://www.ubuntu.com/usn/usn-343-1
http://secunia.com/advisories/21786
http://secunia.com/advisories/22298
http://www.us.debian.org/security/2006/dsa-1172
http://slackware.com/security/viewer.php?l=slackware-security&y=2006&m=slackware-security.481241
http://www.novell.com/linux/security/advisories/2006_23_sr.html
https://issues.rpath.com/browse/RPL-626
http://www.vupen.com/english/advisories/2007/1939
http://www.novell.com/linux/security/advisories/2006_24_sr.html
http://www.niscc.gov.uk/niscc/docs/re-20060905-00590.pdf?lang=en
http://www.securityfocus.com/bid/19859
http://secunia.com/advisories/21835
http://www.openpkg.com/security/advisories/OpenPKG-SA-2006.019.html
http://secunia.com/advisories/21912
http://lists.apple.com/archives/security-announce/2007/May/msg00004.html
http://www.vupen.com/english/advisories/2007/1401
http://security.freebsd.org/advisories/FreeBSD-SA-06:20.bind.asc
http://secunia.com/advisories/21838
http://www.openbsd.org/errata.html
http://secunia.com/advisories/21816
http://www.kb.cert.org/vuls/id/915404
http://www.mandriva.com/security/advisories?name=MDKSA-2006:163
http://secunia.com/advisories/24950
http://secunia.com/advisories/25402
http://security.gentoo.org/glsa/glsa-200609-11.xml
https://www2.itrc.hp.com/service/cki/docDisplay.do?docId=c00967144
http://secunia.com/advisories/21926
https://exchange.xforce.ibmcloud.com/vulnerabilities/28745

About Security Update 200/-005 CONFIRM docs.Info.apple.c

Mandriva update for bind - Advisories - Secunia SECUNIA secunia.com
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-09-06 Mark J Cox  Not Vulnerable. The version of BIND that ships with Red Hat Enterprise Linux is not vulnerable t
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There are currently no legacy QID mappings associated with this CVE.
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