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Summary

CVE CVE-2006-4096

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-06 00:04:00 UTC

Updated 2018-10-17 21:33:00 UTC

Description BIND before 9.2.6-P1 and 9.3.x before 9.3.2-P1 allows remote attackers to cause a denial of service (crash) via a flood of recursive queries, which cause an INSIST failure when the response is received after the recursion queue is empty.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Bind 9.2.0 All All All

Application Isc Bind 9.2.1 All All All

Application Isc Bind 9.2.2 All All All

Application Isc Bind 9.2.3 All All All

Application Isc Bind 9.2.4 All All All

Application Isc Bind 9.2.5 All All All

Application Isc Bind 9.2.6 All All All

Application Isc Bind 9.3 All All All

Application Isc Bind 9.3.0 All All All

Application Isc Bind 9.3.1 All All All

Application Isc Bind 9.3.2 All All All

Application Isc Bind 9.2.0 All All All

Application Isc Bind 9.2.1 All All All

Application Isc Bind 9.2.2 All All All

Application Isc Bind 9.2.3 All All All

Application Isc Bind 9.2.4 All All All

Application Isc Bind 9.2.5 All All All
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Application Isc Bind 9.2.5 All All All

Application Isc Bind 9.2.6 All All All

Application Isc Bind 9.3 All All All

Application Isc Bind 9.3.0 All All All

Application Isc Bind 9.3.1 All All All

Application Isc Bind 9.3.2 All All All

References

Reference Source Link

Debian update for bind9 - Advisories - Secunia SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityTracker.com Archives - BIND Query Processing Bugs Let Remote Users Deny Service SECTRACK securitytracker.com

ISC BIND Denial of Service Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

usn/usn-343-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com

FreeBSD update for bind - Advisories - Secunia SECUNIA secunia.com

SUSE updates for openssh, openssl, and bind9 - Advisories - Secunia SECUNIA secunia.com

IBM AIX update for bind - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

DSA-1172 DEBIAN www.us.debian.org

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

Security Announcement SUSE www.novell.com

[#RPL-626] multiple denial of service vulnerabilities in bind: CVE-2006-4095 CVE-2006-4096 - rPath JIRA CONFIRM issues.rpath.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Security Announcement SUSE www.novell.com

www.niscc.gov.uk/niscc/docs/re-20060905-00590.pdf MISC www.niscc.gov.uk

ISC BIND Multiple Remote Denial of Service Vulnerabilities BID www.securityfocus.com

OpenBSD update for BIND - Advisories - Secunia SECUNIA secunia.com

OpenPKG Corporation: Security: Security Advisories OPENPKG www.openpkg.com

Gentoo update for bind - Advisories - Secunia SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

APPLE-SA-2007-05-24 Security Update 2007-005 APPLE lists.apple.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

FreeBSD-SA-06:20.bind FREEBSD security.freebsd.org

rPath update for bind - Advisories - Secunia SECUNIA secunia.com

OpenBSD 4.0 errata OPENBSD www.openbsd.org

Ubuntu update for bind9 - Advisories - Secunia SECUNIA secunia.com
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Ubuntu update for bind9 - Advisories - Secunia SECUNIA secunia.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

HP Insight Management Agents SSL Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

US-CERT Vulnerability Note VU#697164 CERT-VN www.kb.cert.org

Apple Mac OS X Security Update for Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- BIND: Denial of Service GENTOO security.gentoo.org

SSRT071304 HP www2.itrc.hp.com

Webmail - OVH VUPEN www.vupen.com

'[security bulletin] HPSBOV03226 rev.1 - HP TCP/IP Services for OpenVMS, BIND 9 Resolver, Multiple Re' - MARC HP marc.info

Slackware update for bind - Advisories - Secunia SECUNIA secunia.com

About Security Update 2007-005 CONFIRM docs.info.apple.com

IBM notice: The page you requested cannot be displayed AIXAPAR www-1.ibm.com

Mandriva update for bind - Advisories - Secunia SECUNIA secunia.com

IBM notice: The page you requested cannot be displayed AIXAPAR www-1.ibm.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-09-08 Mark J Cox Not Vulnerable. This issue was found and fixed as part of Red Hat Enterprise Linux 4 update 4: http://rhn.redhat.com/errata/RHBA-2006-0288.html and Red Hat Enterprise Linux 3 update 8: http://rhn.redhat.com/errata/RHBA-2006-0287.html This issue does not affect Red Hat Enterprise Linux 2.1

There are currently no legacy QID mappings associated with this CVE.
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