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CVE CVE-2006-4099
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-29 17:28:00 UTC
Updated 2017-07-20 01:32:00 UTC
Description Business Objects Crystal Enterprise 9 and 10 generates predictable session identifiers, which allows remote attackers to hi

/ |

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Businessobjects Crystal Enterprise 10 All All All
Application Businessobjects Crystal Enterprise 9 All All All
Application Businessobjects Crystal Enterprise 10 All All All
Application Businessobjects Crystal Enterprise 9 All All All

References
Reference Source Link
F-Secure Consulting | F-Secure MISC www.mwrinfosecurity.com
Crystal Reports Predictable Session Identifier Security Issue - Advisories - Secunia SECUNIA  secunia.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud.col
www.uniras.gov.uk/niscc/docs/re-20061128-00818.pdf MISC www.uniras.gov.uk
Business Objects Crystal Reports Predictable Session Identifiers Session Hijacking Vulnerability BID www.securityfocus.com
support.businessobjects.com/communityCS/FilesAndUpdates/ce10win_en.pdf CONFIRM  support.businessobjects.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
< e 0|



https://cve.report/
https://cve.report/CVE-2006-4099/mitre
https://cve.report/CVE-2006-4099/nist
https://cve.report/CVE-2006-4099/cve_org
https://cve.report/CVE-2006-4099.pdf
http://cve.report/vendor/businessobjects
http://cve.report/software/businessobjects/crystal_enterprise
http://cve.report/vendor/businessobjects
http://cve.report/software/businessobjects/crystal_enterprise
http://cve.report/vendor/businessobjects
http://cve.report/software/businessobjects/crystal_enterprise
http://cve.report/vendor/businessobjects
http://cve.report/software/businessobjects/crystal_enterprise
http://www.mwrinfosecurity.com/advisories/MWR_crystal-reports-weak-sessions-advisory_2006-11-28.pdf
http://secunia.com/advisories/23137
https://exchange.xforce.ibmcloud.com/vulnerabilities/30568
http://www.uniras.gov.uk/niscc/docs/re-20061128-00818.pdf
http://www.securityfocus.com/bid/21350
http://support.businessobjects.com/communityCS/FilesAndUpdates/ce10win_en.pdf
http://www.vupen.com/english/advisories/2006/4748
https://www.cve.org/CVERecord?id=CVE-2006-4099
https://nvd.nist.gov/vuln/detail/CVE-2006-4099

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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