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Multiple heap-based buffer overflows in Symantec VERITAS Backup Exec for Netware Server Remote Agent for Windows !

Risk And Classification

CVE Program / NVD first with legacy fallback

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)
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Application ~ Symantec Veritas Backup Exec  10.1.325.6301 All All All
Application ~ Symantec Veritas Backup Exec  10.1.326.1401 All All All
Application ~ Symantec Veritas Backup Exec  10.1.326.2501 All All All
Application ~ Symantec Veritas Backup Exec  10.1.326.3301 All All All
Application ~ Symantec Veritas Backup Exec  10.1.327.401 All All All
Application ~ Symantec Veritas Backup Exec 10.1_build10.1.5629 All windows_server_remote_agent All
Application ~ Symantec Veritas Backup Exec 9.1 All windows_server_remote_agent All
Application ~ Symantec Veritas Backup Exec 9.1 _build9.1.4691 All windows_server_remote_agent All
Application  Symantec Veritas Backup Exec 9.2 All windows_server_remote_agent All
Reference Sa
Symantec Backup Exec for Windows Server: RPC Interface Heap Overflow, Authorized User Potential Elevation of Privilege CC
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VL
Symantec Redirect CC
IBM X-Force Exchange XF
Symantec Backup Exec Multiple Heap Overflow Vulnerabilities Bl
VU#647796 - Symantec Veritas Backup Exec for Windows Server vulnerable to heap-based buffer overflow CE
SecurityFocus BL
Secunia - Advisories - Backup Exec Remote Agent RPC Interface Buffer Overflows SE
SecurityReason - SYM06-014 Symantec Backup Exec Internal RPC Overflow SF
SecurityTracker.com Archives - Symantec Backup Exec RPC Buffer Overflow Lets Remote Authenticated Users Execute Arbitrary Code  SE
CVE Program record C\
NVD vulnerability detail N\
4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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