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Summary

CVE CVE-2006-4133

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-14 23:04:00 UTC

Updated 2018-10-17 21:33:00 UTC

Description Heap-based buffer overflow in SAP Internet Graphics Service (IGS) 6.40 and earlier, and 7.00 and earlier, allows remote attackers to cause a denial of service (crash) or execute arbitrary code via an HTTP request with an ADM:GETLOGFILE command and a long portwatcher argument, which triggers the overflow during error message construction when the _snprintf function returns a negative value that is used in a memcpy operation.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Internet Graphics Server 6.40 All All All

Application Sap Internet Graphics Server 6.40_patch_11 All All All

Application Sap Internet Graphics Server 6.40_patch_15 All All All

Application Sap Internet Graphics Server 7.00_patch_3 All All All

Application Sap Internet Graphics Server 6.40 All All All

Application Sap Internet Graphics Server 6.40_patch_11 All All All

Application Sap Internet Graphics Server 6.40_patch_15 All All All

Application Sap Internet Graphics Server 7.00_patch_3 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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