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Source Priority CVE Program / NVD first with legacy fallback
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Risk And Classification

Description Buffer overflow in the (1) DWARF (dwarfread.c) and (2) DWARF2 (dwarf2read.c) debugging code in GNU Debugger (GDB)
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Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Gnu Gdb 6.5 All All
Application Gnu Gdb 6.5 All All

Language
All

All

References

Reference

Support

20070602-01-P

Ubuntu update for gdb - Advisories - Secunia

Apple Xcode GDB DWARF Binary Bug Lets Remote Users Execute Arbitrary Code - SecurityTracker
GDB DWARF Multiple Buffer Overflow Vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Red Hat update for gdb - Advisories - Secunia

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia
[Full-Disclosure] Mailing List Charter

Webmail - OVH

VMware ESX Server Multiple Security Updates - Advisories - Secunia

Gentoo Linux Documentation -- VMware Workstation and Player: Multiple vulnerabilities

Source

REDHAT

SGI

SECUNIA

SECTRACK

BID

VUPEN

SECUNIA

SECUNIA

FULLDISC

VUPEN

SECUNIA

GENTOO

Link
www.redhat.com
patches.sgi.com
secunia.com
securitytracker.com
www.securityfocus.con
Wwww.vupen.com
secunia.com
secunia.com
lists.grok.org.uk
Www.vupen.com
secunia.com

security.gentoo.org


https://cve.report/
https://cve.report/CVE-2006-4146/mitre
https://cve.report/CVE-2006-4146/nist
https://cve.report/CVE-2006-4146/cve_org
https://cve.report/CVE-2006-4146.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/gdb
http://cve.report/vendor/gnu
http://cve.report/software/gnu/gdb
http://www.redhat.com/support/errata/RHSA-2007-0469.html
ftp://patches.sgi.com/support/free/security/advisories/20070602-01-P.asc
http://secunia.com/advisories/22205
http://securitytracker.com/id?1017138
http://www.securityfocus.com/bid/19802
http://www.vupen.com/english/advisories/2007/3229
http://secunia.com/advisories/25632
http://secunia.com/advisories/25894
http://lists.grok.org.uk/pipermail/full-disclosure/2007-September/065902.html
http://www.vupen.com/english/advisories/2006/3433
http://secunia.com/advisories/26909
http://security.gentoo.org/glsa/glsa-200711-23.xml

Webmail - OVH VUPEN Www.vupen.com
Gentoo update for vmware - Advisories - Secunia SECUNIA secunia.com
Repository / Oval Repository OVAL oval.cisecurity.org
APPLE-SA-2006-10-31 Xcode Tools 2.4.1 APPLE lists.apple.com

Red Hat Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com
ASA-2007-253 (RHSA-2007-0229) CONFIRM support.avaya.com
Apple Xcode GDB "DWARF" Buffer Overflow - Advisories - Secunia SECUNIA secunia.com

Avaya Products GDB "DWARF" Buffer Overflow Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

28318 OSVDB www.osvdb.org
GDB "DWARF" Buffer Overflow Vulnerabilities - Advisories - Secunia SECUNIA secunia.com
usn/usn-356-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com
204841 — CVE-2006-4146 GDB buffer overflow CONFIRM bugzilla.redhat.com
About the security content of Xcode Tools 2.4.1 CONFIRM docs.info.apple.com
Support REDHAT www.redhat.com
CVE Program record CVE.ORG WWW.CVe.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-06-01 Mark J Cox  Updates to address this issue are available for Red Hat Enterprise Linux 3 and 4: https://rhn.red|

l
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://www.vupen.com/english/advisories/2006/4283
http://secunia.com/advisories/27706
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10463
http://lists.apple.com/archives/security-announce/2006/Oct/msg00000.html
http://secunia.com/advisories/25098
http://support.avaya.com/elmodocs2/security/ASA-2007-253.htm
http://secunia.com/advisories/22662
http://secunia.com/advisories/25934
http://www.osvdb.org/28318
http://secunia.com/advisories/21713
http://www.ubuntu.com/usn/usn-356-1
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=204841
http://docs.info.apple.com/article.html?artnum=304669
http://www.redhat.com/support/errata/RHSA-2007-0229.html
https://www.cve.org/CVERecord?id=CVE-2006-4146
https://nvd.nist.gov/vuln/detail/CVE-2006-4146
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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