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Summary

CVE CVE-2006-4182

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-16 23:07:00 UTC

Updated 2017-07-20 01:32:00 UTC

Description Integer overflow in ClamAV 0.88.1 and 0.88.4, and other versions before 0.88.5, allows remote attackers to cause a denial of service (scanning service crash) and execute arbitrary code via a crafted Portable Executable (PE) file that leads to a heap-based buffer overflow when less memory is allocated than expected.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clam Anti-virus Clamav . All All All

Application Clam Anti-virus Clamav 0.15 All All All

Application Clam Anti-virus Clamav 0.20 All All All

Application Clam Anti-virus Clamav 0.21 All All All

Application Clam Anti-virus Clamav 0.22 All All All

Application Clam Anti-virus Clamav 0.23 All All All

Application Clam Anti-virus Clamav 0.24 All All All

Application Clam Anti-virus Clamav 0.51 All All All

Application Clam Anti-virus Clamav 0.52 All All All

Application Clam Anti-virus Clamav 0.53 All All All

Application Clam Anti-virus Clamav 0.54 All All All

Application Clam Anti-virus Clamav 0.60 All All All

Application Clam Anti-virus Clamav 0.60p All All All

Application Clam Anti-virus Clamav 0.65 All All All

Application Clam Anti-virus Clamav 0.67 All All All

Application Clam Anti-virus Clamav 0.68 All All All

Application Clam Anti-virus Clamav 0.68.1 All All All
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Application Clam Anti-virus Clamav 0.68.1 All All All

Application Clam Anti-virus Clamav 0.70 All All All

Application Clam Anti-virus Clamav 0.71 All All All

Application Clam Anti-virus Clamav 0.72 All All All

Application Clam Anti-virus Clamav 0.73 All All All

Application Clam Anti-virus Clamav 0.74 All All All

Application Clam Anti-virus Clamav 0.75 All All All

Application Clam Anti-virus Clamav 0.75.1 All All All

Application Clam Anti-virus Clamav 0.80 All All All

Application Clam Anti-virus Clamav 0.80_rc1 All All All

Application Clam Anti-virus Clamav 0.80_rc2 All All All

Application Clam Anti-virus Clamav 0.80_rc3 All All All

Application Clam Anti-virus Clamav 0.80_rc4 All All All

Application Clam Anti-virus Clamav 0.81 All All All

Application Clam Anti-virus Clamav 0.81_rc1 All All All

Application Clam Anti-virus Clamav 0.82 All All All

Application Clam Anti-virus Clamav 0.83 All All All

Application Clam Anti-virus Clamav 0.84 All All All

Application Clam Anti-virus Clamav 0.84_rc1 All All All

Application Clam Anti-virus Clamav 0.84_rc2 All All All

Application Clam Anti-virus Clamav 0.85 All All All

Application Clam Anti-virus Clamav 0.85.1 All All All

Application Clam Anti-virus Clamav 0.86 All All All

Application Clam Anti-virus Clamav 0.86.1 All All All

Application Clam Anti-virus Clamav 0.86.2 All All All

Application Clam Anti-virus Clamav 0.86_rc1 All All All

Application Clam Anti-virus Clamav 0.87 All All All

Application Clam Anti-virus Clamav 0.87.1 All All All

Application Clam Anti-virus Clamav 0.88 All All All

Application Clam Anti-virus Clamav 0.88.1 All All All

Application Clam Anti-virus Clamav 0.88.3 All All All

Application Clam Anti-virus Clamav All All All All

Application Clam Anti-virus Clamav . All All All

Application Clam Anti-virus Clamav 0.15 All All All

Application Clam Anti-virus Clamav 0.20 All All All

Application Clam Anti-virus Clamav 0.21 All All All
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Application Clam Anti-virus Clamav 0.22 All All All

Application Clam Anti-virus Clamav 0.23 All All All

Application Clam Anti-virus Clamav 0.24 All All All

Application Clam Anti-virus Clamav 0.51 All All All

Application Clam Anti-virus Clamav 0.52 All All All

Application Clam Anti-virus Clamav 0.53 All All All

Application Clam Anti-virus Clamav 0.54 All All All

Application Clam Anti-virus Clamav 0.60 All All All

Application Clam Anti-virus Clamav 0.60p All All All

Application Clam Anti-virus Clamav 0.65 All All All

Application Clam Anti-virus Clamav 0.67 All All All

Application Clam Anti-virus Clamav 0.68 All All All

Application Clam Anti-virus Clamav 0.68.1 All All All

Application Clam Anti-virus Clamav 0.70 All All All

Application Clam Anti-virus Clamav 0.71 All All All

Application Clam Anti-virus Clamav 0.72 All All All

Application Clam Anti-virus Clamav 0.73 All All All

Application Clam Anti-virus Clamav 0.74 All All All

Application Clam Anti-virus Clamav 0.75 All All All

Application Clam Anti-virus Clamav 0.75.1 All All All

Application Clam Anti-virus Clamav 0.80 All All All

Application Clam Anti-virus Clamav 0.80_rc1 All All All

Application Clam Anti-virus Clamav 0.80_rc2 All All All

Application Clam Anti-virus Clamav 0.80_rc3 All All All

Application Clam Anti-virus Clamav 0.80_rc4 All All All

Application Clam Anti-virus Clamav 0.81 All All All

Application Clam Anti-virus Clamav 0.81_rc1 All All All

Application Clam Anti-virus Clamav 0.82 All All All

Application Clam Anti-virus Clamav 0.83 All All All

Application Clam Anti-virus Clamav 0.84 All All All

Application Clam Anti-virus Clamav 0.84_rc1 All All All

Application Clam Anti-virus Clamav 0.84_rc2 All All All

Application Clam Anti-virus Clamav 0.85 All All All

Application Clam Anti-virus Clamav 0.85.1 All All All

Application Clam Anti-virus Clamav 0.86 All All All

Application Clam Anti-virus Clamav 0.86.1 All All All
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Application Clam Anti-virus Clamav 0.86.1 All All All

Application Clam Anti-virus Clamav 0.86.2 All All All

Application Clam Anti-virus Clamav 0.86_rc1 All All All

Application Clam Anti-virus Clamav 0.87 All All All

Application Clam Anti-virus Clamav 0.87.1 All All All

Application Clam Anti-virus Clamav 0.88 All All All

Application Clam Anti-virus Clamav 0.88.1 All All All

Application Clam Anti-virus Clamav 0.88.3 All All All

References

Reference Source Link

SnapGear Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Kolab Server ClamAV CHM Unpacker and PE Rebuilding Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Debian update for clamav - Advisories - Secunia SECUNIA secunia.com

US-CERT Vulnerability Note VU#180864 CERT-VN www.kb.cert.org

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

US-CERT Technical Cyber Security Alert TA06-333A -- Apple Releases Security Update to Address Multiple Vulnerabilities CERT www.us-cert.gov

Debian -- Security Information -- DSA-1196-1 clamav DEBIAN www.debian.org

Gentoo Linux Documentation -- ClamAV: Multiple Vulnerabilities GENTOO security.gentoo.org

Webmail- OVH VUPEN www.vupen.com

Clam Anti-Virus PE Rebuilding Heap Buffer Overflow Vulnerability BID www.securityfocus.com

APPLE-SA-2006-11-28 Security Update 2006-007 APPLE lists.apple.com

SecurityTracker.com Archives - Clam AntiVirus PE File Heap Overflow Lets Remote Users Execute Arbitrary Code SECTRACK securitytracker.com

404 Not Found CONFIRM kolab.org

Gentoo update for clamav - Advisories - Secunia SECUNIA secunia.com

Mandriva update for clamav - Advisories - Secunia SECUNIA secunia.com

Webmail- OVH VUPEN www.vupen.com

SUSE update for clamav - Advisories - Secunia SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

About the security content of Security Update 2006-007 CONFIRM docs.info.apple.com

Public Advisory: 10.15.06 // iDefense Labs IDEFENSE labs.idefense.com

Clam AntiVirus CHM Unpacker and PE Rebuilding Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Security Announcement SUSE www.novell.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://secunia.com/advisories/22626
https://exchange.xforce.ibmcloud.com/vulnerabilities/29607
http://secunia.com/advisories/22488
http://secunia.com/advisories/23155
http://secunia.com/advisories/22537
http://www.kb.cert.org/vuls/id/180864
http://www.mandriva.com/security/advisories?name=MDKSA-2006:184
http://www.us-cert.gov/cas/techalerts/TA06-333A.html
http://www.debian.org/security/2006/dsa-1196
http://security.gentoo.org/glsa/glsa-200610-10.xml
http://www.vupen.com/english/advisories/2006/4034
http://www.securityfocus.com/bid/20535
http://lists.apple.com/archives/security-announce/2006/Nov/msg00001.html
http://securitytracker.com/id?1017068
http://kolab.org/security/kolab-vendor-notice-13.txt
http://secunia.com/advisories/22551
http://secunia.com/advisories/22421
http://www.vupen.com/english/advisories/2006/4136
http://secunia.com/advisories/22498
http://www.vupen.com/english/advisories/2006/4264
http://docs.info.apple.com/article.html?artnum=304829
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=422
http://secunia.com/advisories/22370
http://www.novell.com/linux/security/advisories/2006_60_clamav.html
http://www.vupen.com/english/advisories/2006/4750


CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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