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Summary

CVE CVE-2006-4194

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-17 01:04:00 UTC

Updated 2023-11-07 01:59:00 UTC

Description ** DISPUTED ** Unspecified vulnerability in Cisco PIX 500 Series Security Appliances allows remote attackers to send arbitrary UDP packets to intranet devices via unspecified vectors involving Session Initiation Protocol (SIP) fixup commands, a different issue than CVE-2006-4032. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Pix Firewall 501 All All All All

Hardware Cisco Pix Firewall 501 All All All All

Hardware Cisco Pix Firewall 506 All All All All

Hardware Cisco Pix Firewall 506 All All All All

Hardware Cisco Pix Firewall 515 All All All All

Hardware Cisco Pix Firewall 515 All All All All

Hardware Cisco Pix Firewall 515e All All All All

Hardware Cisco Pix Firewall 515e All All All All

Hardware Cisco Pix Firewall 520 All All All All

Hardware Cisco Pix Firewall 520 All All All All

Hardware Cisco Pix Firewall 525 All All All All

Hardware Cisco Pix Firewall 525 All All All All

Hardware Cisco Pix Firewall 535 All All All All

Hardware Cisco Pix Firewall 535 All All All All

Operating System Cisco Pix Firewall Software 6.3 All All All

Operating System Cisco Pix Firewall Software 6.3 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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