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CVE CVE-2006-4246
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-19 18:07:00 UTC
Updated 2017-07-20 01:32:00 UTC
Description Usermin before 1.220 (20060629) allows remote attackers to read arbitrary files, possibly related to chfn/save.cgi not prope

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Usermin Usermin 0.4 All All All
Application Usermin Usermin 0.5 All All All
Application Usermin Usermin 0.6 All All All
Application Usermin Usermin 0.7 All All All
Application Usermin Usermin 0.8 All All All
Application Usermin Usermin 0.9 All All All
Application Usermin Usermin 0.91 All All All
Application Usermin Usermin 0.92 All All All
Application Usermin Usermin 0.93 All All All
Application Usermin Usermin 0.94 All All All
Application Usermin Usermin 0.95 All All All
Application Usermin Usermin 0.96 All All All
Application Usermin Usermin 0.97 All All All
Application Usermin Usermin 0.98 All All All
Application Usermin Usermin 0.99 All All All
Application Usermin Usermin 1.000 All All All
Application Usermin Usermin 1.010 All All All


https://cve.report/
https://cve.report/CVE-2006-4246/mitre
https://cve.report/CVE-2006-4246/nist
https://cve.report/CVE-2006-4246/cve_org
https://cve.report/CVE-2006-4246.pdf
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

Usermin

1.020

1.030

1.040

1.051

1.060

1.070

1.080

1.090

1.100

1.110

1.120

1.130

1.140

1.150

0.4

0.5

0.6

0.7

0.8

0.9

0.91

0.92

0.93

0.94

0.95

0.96

0.97

0.98

0.99

1.000

1.010

1.020

1.030

1.040

1.051

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin

Application Usermin Usermin 1.060 All All All

Application Usermin Usermin 1.070 All All All

Application Usermin Usermin 1.080 All All All

Application Usermin Usermin 1.090 All All All

Application Usermin Usermin 1.100 All All All

Application Usermin Usermin 1.110 All All All

Application Usermin Usermin 1.120 All All All

Application Usermin Usermin 1.130 All All All

Application Usermin Usermin 1.140 All All All

Application Usermin Usermin 1.150 All All All

Application Usermin Usermin All All All All

Reference Source Link Tags

Usermin "shell" Denial of Service Vulnerability - Advisories - Secunia SECUNIA  secunia.com Vendor Advisory

Debian update for usermin - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Ad

OS Reviews - Usermin: User's Little Helper MISC www.osreviews.net

Debian -- Security Information -- DSA-1177-1 usermin DEBIAN www.debian.org Patch

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Usermin Change User Details Remote Denial of Service Vulnerability BID www.securityfocus.com Patch

SourceForge.net: Webmin: Detail: 1509145 - Root Shell Denial of Service CONFIRM  sourceforge.net Patch

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Webmin CONFIRM  www.webmin.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysi:
4 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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