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Summary

CVE CVE-2006-4257

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-21 20:04:00 UTC

Updated 2018-10-17 21:34:00 UTC

Description IBM DB2 Universal Database (UDB) before 8.1 FixPak 13 allows remote authenticated users to cause a denial of service (crash) by (1) sending the first ACCSEC command without an RDBNAM parameter during the CONNECT process, or (2) sending crafted SQLJRA packet, which results in a null dereference.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 8.0 All aix All

Application Ibm Db2 8.0 All linux All

Application Ibm Db2 8.0 All os_390 All

Application Ibm Db2 8.1 All aix All

Application Ibm Db2 8.1 All hp_ux All

Application Ibm Db2 8.1 All linux All

Application Ibm Db2 8.1 All solaris All

Application Ibm Db2 8.1 All windows All

Application Ibm Db2 8.1.4 All aix All

Application Ibm Db2 8.1.4 All hp_ux All

Application Ibm Db2 8.1.4 All linux All

Application Ibm Db2 8.1.4 All solaris All

Application Ibm Db2 8.1.4 All windows All

Application Ibm Db2 8.1.5 All aix All

Application Ibm Db2 8.1.5 All hp_ux All

Application Ibm Db2 8.1.5 All linux All

Application Ibm Db2 8.1.5 All solaris All
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Application Ibm Db2 8.1.5 All solaris All

Application Ibm Db2 8.1.5 All windows All

Application Ibm Db2 8.1.6 All aix All

Application Ibm Db2 8.1.6 All hp_ux All

Application Ibm Db2 8.1.6 All linux All

Application Ibm Db2 8.1.6 All solaris All

Application Ibm Db2 8.1.6 All windows All

Application Ibm Db2 8.1.6c All aix All

Application Ibm Db2 8.1.6c All hp_ux All

Application Ibm Db2 8.1.6c All linux All

Application Ibm Db2 8.1.6c All solaris All

Application Ibm Db2 8.1.6c All windows All

Application Ibm Db2 8.1.7 All aix All

Application Ibm Db2 8.1.7 All hp_ux All

Application Ibm Db2 8.1.7 All linux All

Application Ibm Db2 8.1.7 All solaris All

Application Ibm Db2 8.1.7 All windows All

Application Ibm Db2 8.1.7b All aix All

Application Ibm Db2 8.1.7b All hp_ux All

Application Ibm Db2 8.1.7b All linux All

Application Ibm Db2 8.1.7b All solaris All

Application Ibm Db2 8.1.7b All windows All

Application Ibm Db2 8.1.8 All aix All

Application Ibm Db2 8.1.8 All hp_ux All

Application Ibm Db2 8.1.8 All linux All

Application Ibm Db2 8.1.8 All solaris All

Application Ibm Db2 8.1.8 All windows All

Application Ibm Db2 8.1.8a All aix All

Application Ibm Db2 8.1.8a All hp_ux All

Application Ibm Db2 8.1.8a All linux All

Application Ibm Db2 8.1.8a All solaris All

Application Ibm Db2 8.1.8a All windows All

Application Ibm Db2 8.1.9 All aix All

Application Ibm Db2 8.1.9 All hp_ux All

Application Ibm Db2 8.1.9 All linux All

Application Ibm Db2 8.1.9 All solaris All
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Application Ibm Db2 8.1.9 All windows All

Application Ibm Db2 8.1.9a All aix All

Application Ibm Db2 8.1.9a All hp_ux All

Application Ibm Db2 8.1.9a All linux All

Application Ibm Db2 8.1.9a All solaris All

Application Ibm Db2 8.1.9a All windows All

Application Ibm Db2 8.10 All linux All

Application Ibm Db2 8.10 All solaris All

Application Ibm Db2 8.10 All windows All

Application Ibm Db2 8.12 All linux All

Application Ibm Db2 8.12 All solaris All

Application Ibm Db2 8.12 All windows All

Application Ibm Db2 8.2 All linux All

Application Ibm Db2 8.0 All aix All

Application Ibm Db2 8.0 All linux All

Application Ibm Db2 8.0 All os_390 All

Application Ibm Db2 8.1 All aix All

Application Ibm Db2 8.1 All hp_ux All

Application Ibm Db2 8.1 All linux All

Application Ibm Db2 8.1 All solaris All

Application Ibm Db2 8.1 All windows All

Application Ibm Db2 8.1.4 All aix All

Application Ibm Db2 8.1.4 All hp_ux All

Application Ibm Db2 8.1.4 All linux All

Application Ibm Db2 8.1.4 All solaris All

Application Ibm Db2 8.1.4 All windows All

Application Ibm Db2 8.1.5 All aix All

Application Ibm Db2 8.1.5 All hp_ux All

Application Ibm Db2 8.1.5 All linux All

Application Ibm Db2 8.1.5 All solaris All

Application Ibm Db2 8.1.5 All windows All

Application Ibm Db2 8.1.6 All aix All

Application Ibm Db2 8.1.6 All hp_ux All

Application Ibm Db2 8.1.6 All linux All

Application Ibm Db2 8.1.6 All solaris All

Application Ibm Db2 8.1.6 All windows All
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Application Ibm Db2 8.1.6 All windows All

Application Ibm Db2 8.1.6c All aix All

Application Ibm Db2 8.1.6c All hp_ux All

Application Ibm Db2 8.1.6c All linux All

Application Ibm Db2 8.1.6c All solaris All

Application Ibm Db2 8.1.6c All windows All

Application Ibm Db2 8.1.7 All aix All

Application Ibm Db2 8.1.7 All hp_ux All

Application Ibm Db2 8.1.7 All linux All

Application Ibm Db2 8.1.7 All solaris All

Application Ibm Db2 8.1.7 All windows All

Application Ibm Db2 8.1.7b All aix All

Application Ibm Db2 8.1.7b All hp_ux All

Application Ibm Db2 8.1.7b All linux All

Application Ibm Db2 8.1.7b All solaris All

Application Ibm Db2 8.1.7b All windows All

Application Ibm Db2 8.1.8 All aix All

Application Ibm Db2 8.1.8 All hp_ux All

Application Ibm Db2 8.1.8 All linux All

Application Ibm Db2 8.1.8 All solaris All

Application Ibm Db2 8.1.8 All windows All

Application Ibm Db2 8.1.8a All aix All

Application Ibm Db2 8.1.8a All hp_ux All

Application Ibm Db2 8.1.8a All linux All

Application Ibm Db2 8.1.8a All solaris All

Application Ibm Db2 8.1.8a All windows All

Application Ibm Db2 8.1.9 All aix All

Application Ibm Db2 8.1.9 All hp_ux All

Application Ibm Db2 8.1.9 All linux All

Application Ibm Db2 8.1.9 All solaris All

Application Ibm Db2 8.1.9 All windows All

Application Ibm Db2 8.1.9a All aix All

Application Ibm Db2 8.1.9a All hp_ux All

Application Ibm Db2 8.1.9a All linux All

Application Ibm Db2 8.1.9a All solaris All

Application Ibm Db2 8.1.9a All windows All
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Application Ibm Db2 8.10 All linux All

Application Ibm Db2 8.10 All solaris All

Application Ibm Db2 8.10 All windows All

Application Ibm Db2 8.12 All linux All

Application Ibm Db2 8.12 All solaris All

Application Ibm Db2 8.12 All windows All

Application Ibm Db2 8.2 All linux All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com

DB2 Universal Database Denial of Service Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

Application Security Inc. - Securing Business by Securing Enterprise Applications MISC www.appsecinc.com

IBM DB2 Multiple Denial of Service Vulnerabilities BID www.securityfocus.com

IY87211 AIXAPAR ftp.software.ibm.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

IBM notice: The page you requested cannot be displayed MISC www-1.ibm.com Patch

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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