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Summary

CVE CVE-2006-4301

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-23 01:04:00 UTC

Updated 2018-10-17 21:34:00 UTC

Description Microsoft Internet Explorer 6.0 SP1 allows remote attackers to cause a denial of service (crash) via a long Color attribute in multiple DirectX Media Image DirectX Transforms ActiveX COM Objects from (a) dxtmsft.dll and (b) dxtmsft3.dll, including (1) DXImageTransform.Microsoft.MaskFilter.1, (2) DXImageTransform.Microsoft.Chroma.1, and (3) DX3DTransform.Microsoft.Shapes.1.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Ie 6.0 sp1 All All

References

Reference Source Link

29524 OSVDB www.osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

29525 OSVDB www.osvdb.org

SecurityReason - Internet Explorer Multiple COM Objects Color Property DoS Vulnerability SREASON securityreason.com

xsec.org/index.php MISC xsec.org

Microsoft Internet Explorer Multiple COM Object Color Property Denial of Service Vulnerabilities BID www.securityfocus.com

Microsoft Internet Explorer 6 - DirectX Media Remote Overflow Denial of Service - Windows dos Exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2006-4301/mitre
https://cve.report/CVE-2006-4301/nist
https://cve.report/CVE-2006-4301/cve_org
https://cve.report/api/cve/CVE-2006-4301.json
https://cve.report/CVE-2006-4301.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://www.osvdb.org/29524
http://www.securityfocus.com/archive/1/443907/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/28516
http://www.osvdb.org/29525
http://securityreason.com/securityalert/1439
http://xsec.org/index.php?module=releases&act=view&type=1&id=17
http://www.securityfocus.com/bid/19640
https://www.exploit-db.com/exploits/4251
https://www.cve.org/CVERecord?id=CVE-2006-4301
https://nvd.nist.gov/vuln/detail/CVE-2006-4301


There are currently no legacy QID mappings associated with this CVE.
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