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Summary

CVE CVE-2006-4302

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-23 01:04:00 UTC

Updated 2011-10-11 04:00:00 UTC

Description The Java Plug-in J2SE 1.3.0_02 through 5.0 Update 5, and Java Web Start 1.0 through 1.2 and J2SE 1.4.2 through 5.0 Update 5, allows remote attackers to exploit vulnerabilities by specifying a JRE version that contain vulnerabilities.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun J2se 1.3.0_02 All sdk All

Application Sun J2se 1.4.2 All sdk All

Application Sun J2se 5.0 All sdk All

Application Sun J2se 5.0_update1 All sdk All

Application Sun J2se 5.0_update5 All All All

Application Sun J2se 1.3.0_02 All sdk All

Application Sun J2se 1.4.2 All sdk All

Application Sun J2se 5.0 All sdk All

Application Sun J2se 5.0_update1 All sdk All

Application Sun J2se 5.0_update5 All All All

Application Sun Java Web Start 1.0 All All All

Application Sun Java Web Start 1.0.1 All All All

Application Sun Java Web Start 1.0.1_01 All All All

Application Sun Java Web Start 1.0.1_02 All All All

Application Sun Java Web Start 1.2 All All All

Application Sun Java Web Start 1.0 All All All

Application Sun Java Web Start 1.0.1 All All All
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Application Sun Java Web Start 1.0.1 All All All

Application Sun Java Web Start 1.0.1_01 All All All

Application Sun Java Web Start 1.0.1_02 All All All

Application Sun Java Web Start 1.2 All All All

References

Reference Source Link

SecurityTracker.com Archives - Java Plug-in May Let Remote Users Exploit Old Vulnerabilities SECTRACK securitytracker.com

Webmail - OVH VUPEN www.vupen.com

28109 OSVDB www.osvdb.org

Sun Java Virtual Machine Slash Path Security Model Circumvention Vulnerability BID www.securityfocus.com

Sun Java Applet Invocation Version Specification Weakness BID www.securityfocus.com

Java Plugin and Web Start Version Specification Security Issue - Advisories - Secunia SECUNIA secunia.com

SecurityTracker.com Archives - Java Web Start May Let Remote Users Exploit Old Vulnerabilities SECTRACK securitytracker.com

ASA-2006-205 (SUN 102502, 102513, 102514, 102519, 102550, 102556, 102557, 102582, 102588, 102589, 102593) CONFIRM support.avaya.com

SecurityFocus BUGTRAQ www.securityfocus.com

#102557: Java Plug-in and Java Web Start May Allow Applets and Applications to Run With Unpatched JRE SUNALERT sunsolve.sun.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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