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CVE CVE-2006-4304
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2006-08-24 01:04:00 UTC
Updated 2017-07-20 01:32:00 UTC

Description Buffer overflow in the sppp driver in FreeBSD 4.11 through 6.1, NetBSD 2.0 through 4.0 beta before 20060823, and OpenE
‘ i

/ |

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Freebsd Freebsd 4.11 All All All
Operating System Freebsd Freebsd 5.3 All All All
Operating System Freebsd Freebsd 5.4 All All All
Operating System Freebsd Freebsd 55 All All All
Operating System Freebsd Freebsd 6.0 All All All
Operating System Freebsd Freebsd 6.1 All All All
Operating System Freebsd Freebsd 4.11 All All All
Operating System Freebsd Freebsd 5.3 All All All
Operating System Freebsd Freebsd 5.4 All All All
Operating System Freebsd Freebsd 5.5 All All All
Operating System Freebsd Freebsd 6.0 All All All
Operating System Freebsd Freebsd 6.1 All All All
Operating System Netbsd Netbsd 2.0 All All All
Operating System Netbsd Netbsd 3.0 All All All
Operating System Netbsd Netbsd 4.0 All All All
Operating System Netbsd Netbsd 2.0 All All All
Operating System Netbsd Netbsd 3.0 All All All
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References

Reference

IBM X-Force Exchange

FreeBSD-SA-06:08

NetBSD-SA2006-019

OpenBSD 4.0 errata
OpenBSD 3.8 errata
CVE Program record

NVD vulnerability detail

4]

OpenBSD update for sppp - Advisories - Secunia

FreeBSD "sppp" Buffer Overflow Vulnerability - Advisories - Secunia

NetBSD In-Kernel PPP Multiple Buffer Overflow Vulnerabilities

security.FreeBSD.org/patches/SA-06:18/ppp4x.patch

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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