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Summary

CVE CVE-2006-4318

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-24 01:04:00 UTC

Updated 2017-10-19 01:29:00 UTC

Description Buffer overflow in WFTPD Server 3.23 allows remote attackers to execute arbitrary code via long SIZE commands.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Texas Imperial Software Wftpd 3.23 All All All

Application Texas Imperial Software Wftpd 3.23 All All All

References

Reference Source

SecurityTracker.com Archives - WFTPD Buffer Overflow in SIZE Command Lets Remote Authenticated Users Execute Arbitrary Code SECTRACK

Webmail - OVH VUPEN

Texas Imperial Software WFTPD 3.23 - 'SIZE' Remote Buffer Overflow - Windows remote Exploit EXPLOIT-DB

28134 OSVDB

WFTPD Server/Pro Server Pathname Handling Buffer Overflow - Advisories - Secunia SECUNIA

IBM X-Force Exchange XF

Files ≈ Packet Storm MISC

WFTPD Server Multiple Buffer Overflow Vulnerabilities BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

https://cve.report/
https://cve.report/CVE-2006-4318/mitre
https://cve.report/CVE-2006-4318/nist
https://cve.report/CVE-2006-4318/cve_org
https://cve.report/api/cve/CVE-2006-4318.json
https://cve.report/CVE-2006-4318.pdf
http://cve.report/vendor/texas_imperial_software
http://cve.report/software/texas_imperial_software/wftpd
http://cve.report/vendor/texas_imperial_software
http://cve.report/software/texas_imperial_software/wftpd
http://securitytracker.com/id?1016723
http://www.vupen.com/english/advisories/2006/3357
https://www.exploit-db.com/exploits/2233
http://www.osvdb.org/28134
http://secunia.com/advisories/21547
https://exchange.xforce.ibmcloud.com/vulnerabilities/28523
http://packetstormsecurity.org/0608-exploits/wftpd_exp.c
http://www.securityfocus.com/bid/19617
https://www.cve.org/CVERecord?id=CVE-2006-4318
https://nvd.nist.gov/vuln/detail/CVE-2006-4318


Organization Published Contributor Statement

Texas Imperial Software 2011-01-07 Texas Imperial Software Texas Imperial Software has tested this issue against current versions of WFTPD and WFTPD Pro, and finds that versions after 3.23 are not vulnerable. Users of WFTPD or WFTPD Pro should update to the most current version in order to address this issue. The update is free to fully registered users unregistered users can download a fresh copy of the shareware version of the application.

There are currently no legacy QID mappings associated with this CVE.
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