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Summary

CVE CVE-2006-4319

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-24 01:04:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Buffer overflow in the format command in Solaris 8, 9, and 10 allows local users with access to format (such as the "File System Management" RBAC profile) to execute arbitrary code via unknown vectors, a different vulnerability than CVE-2006-4307.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Solaris 10.0 All 64_bit All

Operating System Sun Solaris 10.0 All sparc All

Operating System Sun Solaris 10.0 All x86 All

Operating System Sun Solaris 10.0 hw2 All All

Operating System Sun Solaris 8.0 All sparc All

Operating System Sun Solaris 8.0 All x86 All

Operating System Sun Solaris 8.0 beta All All

Operating System Sun Solaris 9.0 All sparc All

Operating System Sun Solaris 9.0 All x86 All

Operating System Sun Solaris 9.0 x86_update_2 All All

Operating System Sun Solaris 10.0 All 64_bit All

Operating System Sun Solaris 10.0 All sparc All

Operating System Sun Solaris 10.0 All x86 All

Operating System Sun Solaris 10.0 hw2 All All

Operating System Sun Solaris 8.0 All sparc All

Operating System Sun Solaris 8.0 All x86 All

Operating System Sun Solaris 8.0 beta All All
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Operating System Sun Solaris 8.0 beta All All

Operating System Sun Solaris 9.0 All sparc All

Operating System Sun Solaris 9.0 All x86 All

Operating System Sun Solaris 9.0 x86_update_2 All All

Operating System Sun Sunos 5.10 All All All

Operating System Sun Sunos 5.8 All All All

Operating System Sun Sunos 5.9 All All All

Operating System Sun Sunos 5.10 All All All

Operating System Sun Sunos 5.8 All All All

Operating System Sun Sunos 5.9 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Repository / Oval Repository OVAL oval.cisecurity.org

Sun Solaris Format(1M) Buffer Overflow Vulnerability BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Sun Solaris RBAC Profile Privilege Escalation Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

102519 SUNALERT sunsolve.sun.com

Avaya CMS Sun Solaris RBAC Profile Privilege Escalation - Advisories - Secunia SECUNIA secunia.com

SecurityTracker.com Archives - Solaris Buffer Overflow in 'format' Command Lets Local Users Obtain Elevated Privileges SECTRACK securitytracker.com

ASA-2006-205 (SUN 102502, 102513, 102514, 102519, 102550, 102556, 102557, 102582, 102588, 102589, 102593) CONFIRM support.avaya.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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