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Summary

CVE CVE-2006-4331

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-24 20:04:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description Multiple off-by-one errors in the IPSec ESP preference parser in Wireshark (formerly Ethereal) 0.99.2 allow remote attackers to cause a denial of service (crash) via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wireshark Wireshark 0.99.2 All All All

Application Wireshark Wireshark 0.99.2 All All All
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Advisories - Mandriva Linux
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Repository / Oval Repository

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
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SecurityTracker.com Archives - Wireshark (Ethereal) Bugs in SCSI, DHCP, and Q.2931 Dissectors Let Remote Users Execute Arbitrary Code or Deny Service

https://cve.report/
https://cve.report/CVE-2006-4331/mitre
https://cve.report/CVE-2006-4331/nist
https://cve.report/CVE-2006-4331/cve_org
https://cve.report/api/cve/CVE-2006-4331.json
https://cve.report/CVE-2006-4331.pdf
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://secunia.com/advisories/22378
http://www.mandriva.com/security/advisories?name=MDKSA-2006:152
http://www.securityfocus.com/bid/19690
http://secunia.com/advisories/21649
http://www.kb.cert.org/vuls/id/638376
http://www.wireshark.org/security/wnpa-sec-2006-02.html
http://secunia.com/advisories/21619
https://exchange.xforce.ibmcloud.com/vulnerabilities/28553
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10125
http://www.vupen.com/english/advisories/2006/3370
http://www.redhat.com/support/errata/RHSA-2006-0658.html
http://securitytracker.com/id?1016736


Wireshark Multiple Vulnerabilities - Advisories - Secunia

ASA-2006-227 (RHSA-2006-0658)

Gentoo Linux Documentation -- Wireshark: Multiple vulnerabilities

Gentoo update for wireshark - Advisories - Secunia

Repository / Oval Repository

Red Hat update for wireshark - Advisories - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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