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CVE CVE-2006-4335
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-19 21:07:00 UTC
Updated 2018-10-17 21:34:00 UTC
Description Array index error in the make_table function in unlzh.c in the LZH decompression component in gzip 1.3.5, when running o1
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gzip Gzip 1.3.5 All All All
Application Gzip Gzip 1.3.5 All All All
Reference

OpenPKG Corporation: Security: Security Advisories

Webmail - OVH

VMware ESX Server 2.5.4 Upgrade Patch 5 (for 2.5.4 Systems Only)
2006-0052

Red Hat update for gzip - Advisories - Secunia

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia
Advisories - Mandriva Linux

rPath update for gzip - Advisories - Secunia

SecurityFocus

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia
The Slackware Linux Project: Slackware Security Advisories

US-CERT Technical Cyber Security Alert TA06-333A -- Apple Releases Security Update to Address Multiple Vulnerabilities



https://cve.report/
https://cve.report/CVE-2006-4335/mitre
https://cve.report/CVE-2006-4335/nist
https://cve.report/CVE-2006-4335/cve_org
https://cve.report/api/cve/CVE-2006-4335.json
https://cve.report/CVE-2006-4335.pdf
http://cve.report/vendor/gzip
http://cve.report/software/gzip/gzip
http://cve.report/vendor/gzip
http://cve.report/software/gzip/gzip
http://www.openpkg.org/security/advisories/OpenPKG-SA-2006.020-gzip.html
http://www.vupen.com/english/advisories/2007/1171
http://www.vmware.com/support/esx25/doc/esx-254-200702-patch.html
http://www.trustix.org/errata/2006/0052/
http://secunia.com/advisories/22017
http://secunia.com/advisories/23155
http://www.mandriva.com/security/advisories?name=MDKSA-2006:167
http://secunia.com/advisories/22012
http://www.securityfocus.com/archive/1/446426/100/0/threaded
http://secunia.com/advisories/22487
http://slackware.com/security/viewer.php?l=slackware-security&y=2006&m=slackware-security.555852
http://www.us-cert.gov/cas/techalerts/TA06-333A.html

GNU GZip Archive Handling Multiple Remote Vulnerabilities

Slackware update for gzip - Advisories - Secunia

Gentoo update for gzip - Advisories - Secunia

Webmail - OVH

Repository / Oval Repository

US-CERT Vulnerability Note VU#381508

SecurityFocus

Avaya Products gzip Multiple Vulnerabilities - Advisories - Secunia

HP Tru64 UNIX gzip Multiple Vulnerabilities - Advisories - Secunia

Webmail - OVH

Webmail - OVH

usn/usn-349-1 - Ubuntu: Linux for human beings

IBM X-Force Exchange

APPLE-SA-2006-11-28 Security Update 2006-007

HP-UX update for GZIP - Advisories - Secunia

Webmail - OVH

Gentoo Linux Documentation -- LHa: Multiple vulnerabilities

gzip Multiple Vulnerabilities - Advisories - Secunia

[#RPL-615] multiple vulnerabilities in gzip: CVE-2006-4334 CVE-2006-4335 CVE-2006-4336 CVE-2006-4337 CVE-2006-4338 - rPath JIRA
rhn.redhat.com | Red Hat Support

Mandriva update for gzip - Advisories - Secunia

20061001-01-P

204676 — CVE-2006-4334 gzip multiple issues (CVE-2006-4335, CVE-2006-4336, CVE-2006-4337, CVE-2006-4338)
LHa Multiple Vulnerabilities - Advisories - Secunia

ASA-2006-218 (RHSA-2006-0667)

Gentoo update for lha - Advisories - Secunia

SUSE update for gzip - Advisories - Secunia

#102766: Multiple Security Vulnerabilities in the gzip(1) Command May Lead to Denial of Service (DoS) or Execution of Arbitrary Code
SecurityFocus

SecurityFocus

About the security content of Security Update 2006-007

FreeBSD update for gzip - Advisories - Secunia

VMware ESX Server Multiple Security Updates - Advisories - Secunia

SecurityTracker.com Archives - Gzip Bugs in Expanding Archives Let Remote Users Cause Denial of Service Conditions or Arbitrary Code Ex

Debian update for gzip - Advisories - Secunia


http://www.securityfocus.com/bid/20101
http://secunia.com/advisories/22033
http://secunia.com/advisories/22085
http://www.vupen.com/english/advisories/2006/4275
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10391
http://www.kb.cert.org/vuls/id/381508
http://www.securityfocus.com/archive/1/464268/100/0/threaded
http://secunia.com/advisories/22435
http://secunia.com/advisories/22661
http://www.vupen.com/english/advisories/2006/4760
http://www.vupen.com/english/advisories/2007/0092
http://www.ubuntu.com/usn/usn-349-1
https://exchange.xforce.ibmcloud.com/vulnerabilities/29040
http://lists.apple.com/archives/security-announce/2006/Nov/msg00001.html
http://secunia.com/advisories/24435
http://www.vupen.com/english/advisories/2007/0832
http://www.gentoo.org/security/en/glsa/glsa-200611-24.xml
http://secunia.com/advisories/21996
https://issues.rpath.com/browse/RPL-615
http://www.redhat.com/support/errata/RHSA-2006-0667.html
http://secunia.com/advisories/22043
ftp://patches.sgi.com/support/free/security/advisories/20061001-01-P.asc
http://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=204676
http://secunia.com/advisories/23153
http://support.avaya.com/elmodocs2/security/ASA-2006-218.htm
http://secunia.com/advisories/23156
http://secunia.com/advisories/22101
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102766-1
http://www.securityfocus.com/archive/1/450078/100/0/threaded
http://www.securityfocus.com/archive/1/451324/100/0/threaded
http://docs.info.apple.com/article.html?artnum=304829
http://secunia.com/advisories/22002
http://secunia.com/advisories/24636
http://securitytracker.com/id?1016883
http://secunia.com/advisories/22034

Sun Solaris update for gzip - Advisories - Secunia

Security Announcement

SecurityFocus

Gentoo Linux Documentation -- gzip: Multiple vulnerabilities
FreeBSD-SA-06:21

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Debian -- Security Information -- DSA-1181-1 gzip

Ubuntu update for gzip - Advisories - Secunia

Trustix updates for freetype / gzip - Advisories - Secunia

CVE Program record

NVD vulnerability detail
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox  Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com,

-

/| |

There are currently no legacy QID mappings associated with this CVE.
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http://secunia.com/advisories/23679
http://www.novell.com/linux/security/advisories/2006_56_gzip.html
http://www.securityfocus.com/archive/1/462007/100/0/threaded
http://security.gentoo.org/glsa/glsa-200609-13.xml
http://security.freebsd.org/advisories/FreeBSD-SA-06:21.gzip.asc
http://www.vupen.com/english/advisories/2006/3695
http://www.vupen.com/english/advisories/2006/4750
http://www.us.debian.org/security/2006/dsa-1181
http://secunia.com/advisories/22009
http://secunia.com/advisories/22027
https://www.cve.org/CVERecord?id=CVE-2006-4335
https://nvd.nist.gov/vuln/detail/CVE-2006-4335
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
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https://status.cve.report
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