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CVE CVE-2006-4364
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-27 02:04:00 UTC
Updated 2018-10-17 21:36:00 UTC
Description Multiple heap-based buffer overflows in the POP3 server in Alt-N Technologies MDaemon before 9.0.6 allow remote attack:

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Alt-n Mdaemon 2.71_spl All All All
Application Alt-n Mdaemon 2.8 All All All
Application Alt-n Mdaemon 2.85.0 All All All
Application Alt-n Mdaemon 3.0.3 All All All
Application Alt-n Mdaemon 3.04 All All All
Application Alt-n Mdaemon 3.1.1 All All All
Application Alt-n Mdaemon 3.1.2 All All All
Application Alt-n Mdaemon 3.1_beta All All All
Application Alt-n Mdaemon 3.5.0 All All All
Application Alt-n Mdaemon 3.5.1 All All All
Application Alt-n Mdaemon 3.54 All All All
Application Alt-n Mdaemon 3.5.4 All pro All
Application Alt-n Mdaemon 3.54 All standard All
Application Alt-n Mdaemon 3.5.6 All All All
Application Alt-n Mdaemon 5.0 All All All
Application Alt-n Mdaemon 5.0 All pro All
Application Alt-n Mdaemon 5.0.1 All All All
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Application Alt-n Mdaemon 8.1.3 All All All

Application Alt-n Mdaemon 8.1.4 All All All

Application Alt-n Mdaemon 9.0.1 All All All

Application Alt-n Mdaemon 9.0.2 All All All

Application Alt-n Mdaemon 9.0.3 All All All

Application Alt-n Mdaemon 9.0.4 All All All

Application Alt-n Mdaemon 9.0.5 All All All

Reference So

Alt-N MDaemon Multiple Remote Pre-Authentication POP3 Buffer Overflow Vulnerabilities BIC

MDaemon Release Notes cC

MDaemon POP3 Server Buffer Overflow Vulnerabilities - Advisories - Secunia SE

SecurityFocus BU

MDaemon POPS3 Server < 9.06 (USER) Remote Buffer Overflow PoC EX

INFIGO IS Security Advisory #INFIGO-2006-08-04 | Infigo MI¢

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VU

SecurityReason - MDaemon POP3 server remote buffer overflow (preauth) SR

IBM X-Force Exchange XF

28125 (OF]

SecurityTracker.com Archives - MDaemon Buffer Overflow in USER and APOP Commands Lets Remote Users Execute Arbitrary Code  SE

CVE Program record CcVv

NVD vulnerability detail NV
L] S

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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