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Use-after-free vulnerability in Sendmail before 8.13.8 allows remote attackers to cause a denial of service (crash) via a long

Risk And Classification
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Problem Types: CWE-399
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Application Sendmail Sendmail 8.11.1 All All All
Application Sendmail Sendmail 8.11.2 All All All
Application Sendmail Sendmail 8.11.3 All All All
Application Sendmail Sendmail 8.11.4 All All All
Application Sendmail Sendmail 8.11.5 All All All
Application Sendmail Sendmail 8.11.6 All All All
Application Sendmail Sendmail 8.11.7 All All All
Application Sendmail Sendmail 8.12 beta10 All All
Application Sendmail Sendmail 8.12 beta12 All All
Application Sendmail Sendmail 8.12 beta16 All All
Application Sendmail Sendmail 8.12 betab All All
Application Sendmail Sendmail 8.12 beta7 All All
Application Sendmail Sendmail 8.12.0 All All All
Application Sendmail Sendmail 8.12.1 All All All
Application Sendmail Sendmail 8.12.10 All All All
Application Sendmail Sendmail 8.12.11 All All All
Application Sendmail Sendmail 8.12.2 All All All
Application Sendmail Sendmail 8.12.3 All All All
Application Sendmail Sendmail 8.12.4 All All All
Application Sendmail Sendmail 8.12.5 All All All
Application Sendmail Sendmail 8.12.6 All All All
Application Sendmail Sendmail 8.12.7 All All All
Application Sendmail Sendmail 8.12.8 All All All
Application Sendmail Sendmail 8.12.9 All All All
Application Sendmail Sendmail 8.13.3 All All All
Application Sendmail Sendmail 8.13.4 All All All
Application Sendmail Sendmail 8.13.5 All All All
Application Sendmail Sendmail 8.13.6 All All All
Application Sendmail Sendmail 8.13.7 All All All
Application Sendmail Sendmail 8.8.8 All All All
Application Sendmail Sendmail 8.9.0 All All All
Application Sendmail Sendmail 8.9.1 All All All
Application Sendmail Sendmail 8.9.2 All All All
Application Sendmail Sendmail 8.9.3 All All All
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Reference Source Link T
Debian update for sendmail - Advisories - Secunia SECUNIA secunia.com v
[VIM] Sendmail vendor dispute - CVE-2006-4434 (fwd) VIM www.attrition.org
Webmail - OVH VUPEN www.vupen.com \%
Security Announcement SUSE www.novell.com
Sendmail Long Header Denial of Service Vulnerability - Advisories - Secunia SECUNIA secunia.com P
Debian -- Security Information -- DSA-1164-1 sendmail DEBIAN www.debian.org
28193 OSVDB www.osvdb.org
Sendmail.org - 8.13.8 CONFIRM www.sendmail.org P
OpenBSD update for sendmail - Advisories - Secunia SECUNIA secunia.com P
OpenBSD 4.0 errata OPENBSD  www.openbsd.org
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
SecurityTracker.com Archives - Sendmail May Crash When Processing Mail with a Long Header SECTRACK  securitytracker.com P
Sendmail Long Header Denial Of Service Vulnerability BID www.securityfocus.com P
102664 SUNALERT  sunsolve.sun.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com V
OpenBSD 3.8 errata OPENBSD  www.openbsd.org
Sun Solaris Sendmail Long Header Denial of Service - Advisories - Secunia SECUNIA secunia.com V
Mandriva update for sendmail - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com v
SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com V
CVE Program record CVE.ORG WWW.cve.org c
NVD vulnerability detail NVD nvd.nist.gov c
<] |

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-08-30 Mark J Cox  This flaw causes a crash but does not result in a denial of service against Sendmail and is there:

/

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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