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Summary

CVE CVE-2006-4434

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-29 00:04:00 UTC

Updated 2011-03-10 05:00:00 UTC

Description Use-after-free vulnerability in Sendmail before 8.13.8 allows remote attackers to cause a denial of service (crash) via a long "header line", which causes a previously freed variable to be referenced. NOTE: the original developer has disputed the severity of this issue, saying "The only denial of service that is possible here is to fill up the disk with core dumps if the OS actually generates different core dumps (which is unlikely)... the bug is in the shutdown code (finis()) which leads directly to exit(3), i.e., the process would terminate anyway, no mail delivery or receiption is affected."

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sendmail Sendmail 4.1 All All All

Application Sendmail Sendmail 4.55 All All All

Application Sendmail Sendmail 5.59 All All All

Application Sendmail Sendmail 5.61 All All All

Application Sendmail Sendmail 5.65 All All All

Application Sendmail Sendmail 8.10 All All All

Application Sendmail Sendmail 8.10.1 All All All

Application Sendmail Sendmail 8.10.2 All All All

Application Sendmail Sendmail 8.11.0 All All All

Application Sendmail Sendmail 8.11.1 All All All

Application Sendmail Sendmail 8.11.2 All All All

Application Sendmail Sendmail 8.11.3 All All All

Application Sendmail Sendmail 8.11.4 All All All

Application Sendmail Sendmail 8.11.5 All All All

Application Sendmail Sendmail 8.11.6 All All All

Application Sendmail Sendmail 8.11.7 All All All

Application Sendmail Sendmail 8.12 beta10 All All
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Application Sendmail Sendmail 8.12 beta10 All All

Application Sendmail Sendmail 8.12 beta12 All All

Application Sendmail Sendmail 8.12 beta16 All All

Application Sendmail Sendmail 8.12 beta5 All All

Application Sendmail Sendmail 8.12 beta7 All All

Application Sendmail Sendmail 8.12.0 All All All

Application Sendmail Sendmail 8.12.1 All All All

Application Sendmail Sendmail 8.12.10 All All All

Application Sendmail Sendmail 8.12.11 All All All

Application Sendmail Sendmail 8.12.2 All All All

Application Sendmail Sendmail 8.12.3 All All All

Application Sendmail Sendmail 8.12.4 All All All

Application Sendmail Sendmail 8.12.5 All All All

Application Sendmail Sendmail 8.12.6 All All All

Application Sendmail Sendmail 8.12.7 All All All

Application Sendmail Sendmail 8.12.8 All All All

Application Sendmail Sendmail 8.12.9 All All All

Application Sendmail Sendmail 8.13.3 All All All

Application Sendmail Sendmail 8.13.4 All All All

Application Sendmail Sendmail 8.13.5 All All All

Application Sendmail Sendmail 8.13.6 All All All

Application Sendmail Sendmail 8.13.7 All All All

Application Sendmail Sendmail 8.8.8 All All All

Application Sendmail Sendmail 8.9.0 All All All

Application Sendmail Sendmail 8.9.1 All All All

Application Sendmail Sendmail 8.9.2 All All All

Application Sendmail Sendmail 8.9.3 All All All

Application Sendmail Sendmail 4.1 All All All

Application Sendmail Sendmail 4.55 All All All

Application Sendmail Sendmail 5.59 All All All

Application Sendmail Sendmail 5.61 All All All

Application Sendmail Sendmail 5.65 All All All

Application Sendmail Sendmail 8.10 All All All

Application Sendmail Sendmail 8.10.1 All All All

Application Sendmail Sendmail 8.10.2 All All All

Application Sendmail Sendmail 8.11.0 All All All
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Application Sendmail Sendmail 8.11.1 All All All

Application Sendmail Sendmail 8.11.2 All All All

Application Sendmail Sendmail 8.11.3 All All All

Application Sendmail Sendmail 8.11.4 All All All

Application Sendmail Sendmail 8.11.5 All All All

Application Sendmail Sendmail 8.11.6 All All All

Application Sendmail Sendmail 8.11.7 All All All

Application Sendmail Sendmail 8.12 beta10 All All

Application Sendmail Sendmail 8.12 beta12 All All

Application Sendmail Sendmail 8.12 beta16 All All

Application Sendmail Sendmail 8.12 beta5 All All

Application Sendmail Sendmail 8.12 beta7 All All

Application Sendmail Sendmail 8.12.0 All All All

Application Sendmail Sendmail 8.12.1 All All All

Application Sendmail Sendmail 8.12.10 All All All

Application Sendmail Sendmail 8.12.11 All All All

Application Sendmail Sendmail 8.12.2 All All All

Application Sendmail Sendmail 8.12.3 All All All

Application Sendmail Sendmail 8.12.4 All All All

Application Sendmail Sendmail 8.12.5 All All All

Application Sendmail Sendmail 8.12.6 All All All

Application Sendmail Sendmail 8.12.7 All All All

Application Sendmail Sendmail 8.12.8 All All All

Application Sendmail Sendmail 8.12.9 All All All

Application Sendmail Sendmail 8.13.3 All All All

Application Sendmail Sendmail 8.13.4 All All All

Application Sendmail Sendmail 8.13.5 All All All

Application Sendmail Sendmail 8.13.6 All All All

Application Sendmail Sendmail 8.13.7 All All All

Application Sendmail Sendmail 8.8.8 All All All

Application Sendmail Sendmail 8.9.0 All All All

Application Sendmail Sendmail 8.9.1 All All All

Application Sendmail Sendmail 8.9.2 All All All

Application Sendmail Sendmail 8.9.3 All All All
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Reference Source Link Tags

Debian update for sendmail - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

[VIM] Sendmail vendor dispute - CVE-2006-4434 (fwd) VIM www.attrition.org

Webmail - OVH VUPEN www.vupen.com Vendor Advisory

Security Announcement SUSE www.novell.com

Sendmail Long Header Denial of Service Vulnerability - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

Debian -- Security Information -- DSA-1164-1 sendmail DEBIAN www.debian.org

28193 OSVDB www.osvdb.org

Sendmail.org - 8.13.8 CONFIRM www.sendmail.org Patch

OpenBSD update for sendmail - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

OpenBSD 4.0 errata OPENBSD www.openbsd.org

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

SecurityTracker.com Archives - Sendmail May Crash When Processing Mail with a Long Header SECTRACK securitytracker.com Patch

Sendmail Long Header Denial Of Service Vulnerability BID www.securityfocus.com Patch

102664 SUNALERT sunsolve.sun.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

OpenBSD 3.8 errata OPENBSD www.openbsd.org

Sun Solaris Sendmail Long Header Denial of Service - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Mandriva update for sendmail - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com Vendor Advisory

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-08-30 Mark J Cox This flaw causes a crash but does not result in a denial of service against Sendmail and is therefore not a security issue.

There are currently no legacy QID mappings associated with this CVE.
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