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Summary

CVE CVE-2006-4439

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-29 23:04:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description pkgadd in Sun Solaris 10 before 20060825 installs files with insecure file and directory permissions (755 or 777) if the pkgmap file contains a "?" (question mark) in the mode field, which allows local users to modify arbitrary files or directories, a different vulnerability than CVE-2002-1871.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Solaris 10.0 All sparc All

Operating System Sun Solaris 10.0 All sparc All

References

Reference Source Link

28203 OSVDB www.osvdb.org

Sun Solaris pkgadd Insecure File Permissions - Advisories - Secunia SECUNIA secunia.com

Webmail- OVH VUPEN www.vupen.com

102513 SUNALERT sunsolve.sun.com

Avaya CMS Sun Solaris X Display Manager Security Issue - Advisories - Secunia SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

ASA-2006-250 (SUN 102606, 102636, 102640, 102648, 102651, 102652, 102655, 102657) CONFIRM support.avaya.com

ASA-2006-205 (SUN 102502, 102513, 102514, 102519, 102550, 102556, 102557, 102582, 102588, 102589, 102593) CONFIRM support.avaya.com

Sun Solaris 10 Pkgadd Incorrect Permissions Weakness BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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