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Summary

CVE CVE-2006-4511

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-05 04:04:00 UTC

Updated 2017-07-20 01:33:00 UTC

Description Messenger Agents (nmma.exe) in Novell GroupWise 2.0.2 and 1.0.6 allows remote attackers to cause a denial of service (crash) via a crafted HTTP POST request to TCP port 8300 with a modified val parameter, which triggers a null dereference related to "zero-size strings in blowfish routines."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Novell Groupwise Messenger 1.0.6 All All All

Application Novell Groupwise Messenger 2.0.2 All All All

Application Novell Groupwise Messenger 1.0.6 All All All

Application Novell Groupwise Messenger 2.0.2 All All All

References

Reference Source Link

SecurityTracker.com Archives - Novell GroupWise Messenger Agents Blowfish Error Lets Remote Users Deny Service SECTRACK securitytracker.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Accenture | Let there be change IDEFENSE www.idefense.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

US-CERT Vulnerability Note VU#796956 CERT-VN www.kb.cert.org

Novell GroupWise Messenger Server Nmma.EXE Denial of Service Vulnerability BID www.securityfocus.com

Support | Document Not Found CONFIRM support.novell.com

GroupWise Messenger Blowfish Zero-Sized Strings Denial of Service - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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