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Summary

CVE CVE-2006-4519

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-10 18:30:00 UTC

Updated 2022-02-07 17:56:00 UTC

Description Multiple integer overflows in the image loader plug-ins in GIMP before 2.2.16 allow user-assisted remote attackers to execute arbitrary code via crafted length values in (1) DICOM, (2) PNM, (3) PSD, (4) PSP, (5) Sun RAS, (6) XBM, and (7) XWD files.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gimp Gimp All All All All

Application The Gimp Team Gimp 2.2.10 All All All

Application The Gimp Team Gimp 2.2.11 All All All

Application The Gimp Team Gimp 2.2.12 All All All

Application The Gimp Team Gimp 2.2.14 All All All

Application The Gimp Team Gimp 2.2.15 All All All

Application The Gimp Team Gimp 2.2.3 All All All

Application The Gimp Team Gimp 2.2.4 All All All

Application The Gimp Team Gimp 2.2.6 All All All

Application The Gimp Team Gimp 2.2.8 All All All

Application The Gimp Team Gimp 2.2.9 All All All

Application The Gimp Team Gimp 2.2.10 All All All

Application The Gimp Team Gimp 2.2.11 All All All

Application The Gimp Team Gimp 2.2.12 All All All

Application The Gimp Team Gimp 2.2.14 All All All

Application The Gimp Team Gimp 2.2.15 All All All

Application The Gimp Team Gimp 2.2.3 All All All
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Application The Gimp Team Gimp 2.2.3 All All All

Application The Gimp Team Gimp 2.2.4 All All All

Application The Gimp Team Gimp 2.2.6 All All All

Application The Gimp Team Gimp 2.2.8 All All All

Application The Gimp Team Gimp 2.2.9 All All All
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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