=

CVE-2006-4535

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2006-4535
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-19 19:07:00 UTC
Updated 2023-11-07 01:59:00 UTC
Description The Linux kernel 2.6.17.10 and 2.6.17.11 and 2.6.18-rc5 allows local users to cause a denial of service (crash) via an SCTI
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.17.10 All All All
Operating System Linux Linux Kernel 2.6.17.11 All All All
Operating System Linux Linux Kernel 2.6.18 rch All All
Operating System Linux Linux Kernel 2.6.17.10 All All All
Operating System Linux Linux Kernel 2.6.17.11 All All All
Operating System Linux Linux Kernel 2.6.18 rch All All

References |
Reference Source Link
Mandriva update for kernel - Advisories - Secunia SECUNIA secunia.com
Debian -- Security Information -- DSA-1183-1 kernel-source-2.4.27 DEBIAN www.debian.
Debian update for kernel-source-2.6.8 - Advisories - Secunia SECUNIA secunia.com
ASA-2006-249 (RHSA-2006-0689) CONFIRM  support.avay
Avaya Products Linux Kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com
[kernel] r7356 - in dists/sarge-security/kernel: alpha/kernel-image-2.6. MISC www.mail-ar
Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com
Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com
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http://secunia.com/advisories/21967

Repository / Oval Repository

SecurityTracker.com Archives - Linux Kernel SCTP Socket SO_LINGER Option Lets Local Users Deny Service

usn/usn-347-1 - Ubuntu: Linux for human beings

Advisories - Mandriva Linux

IBM X-Force Exchange

rhn.redhat.com | Red Hat Support

Linux Kernel SCTP Denial of Service Vulnerability - Advisories - Secunia
Advisories - Mandriva Linux

Linux Kernel SCTP SO_LINGER Local Denial of Service Vulnerability
[kernel] r7356 - in dists/sarge-security/kernel: alpha/kernel-image-2.6.
Debian -- Security Information -- DSA-1184-2 kernel-source-2.6.8
Debian update for kernel-source-2.4.27 - Secunia.com

Bug 204460 — CVE-2006-4535 Regression with fix for SCTP abort issue
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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