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Summary

CVE CVE-2006-4539

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-05 23:04:00 UTC

Updated 2023-11-07 01:59:00 UTC

Description (1) includes/widgets/module_company_tickets.php and (2) includes/widgets/module_track_tickets.php Client Support Center in Cerberus Helpdesk 3.2 Build 317, and possibly earlier, allows remote attackers to bypass security restrictions and obtain sensitive information via the ticket parameter. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cerberus Cerberus Helpdesk 3.2 All All All

Application Cerberus Cerberus Helpdesk 3.2 All All All

References

Reference

support-center/cerberus-support-center/includes/widgets/module_company_tickets.php - diff - 1.7

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

support-center/cerberus-support-center/includes/widgets/module_track_tickets.php - diff - 1.18

28317

Cerberus Helpdesk Ticket Parameter Unauthorized Access Vulnerability

Cerberus Helpdesk "ticket" Parameter Arbitrary Ticket Access - Advisories - Secunia

SecurityTracker.com Archives - Cerberus Helpdesk 'ticket_id' Parameter Reuse Lets Remote Users Obtain Potentially Sensitive Information

Support centre vulnerability - Cerberus Helpdesk Forums

support-center/cerberus-support-center/includes/widgets/module_track_tickets.php - diff - 1.18

support-center/cerberus-support-center/includes/widgets/module_company_tickets.php - diff - 1.7
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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