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Summary

CVE CVE-2006-4542

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-05 23:04:00 UTC

Updated 2017-07-20 01:33:00 UTC

Description Webmin before 1.296 and Usermin before 1.226 do not properly handle a URL with a null ("%00") character, which allows remote attackers to conduct cross-site scripting (XSS), read CGI program source code, list directories, and possibly execute programs.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Usermin Usermin 0.4 All All All

Application Usermin Usermin 0.5 All All All

Application Usermin Usermin 0.6 All All All

Application Usermin Usermin 0.7 All All All

Application Usermin Usermin 0.8 All All All

Application Usermin Usermin 0.9 All All All

Application Usermin Usermin 0.91 All All All

Application Usermin Usermin 0.92 All All All

Application Usermin Usermin 0.93 All All All

Application Usermin Usermin 0.94 All All All

Application Usermin Usermin 0.95 All All All

Application Usermin Usermin 0.96 All All All

Application Usermin Usermin 0.97 All All All

Application Usermin Usermin 0.98 All All All

Application Usermin Usermin 0.99 All All All

Application Usermin Usermin 1.000 All All All

Application Usermin Usermin 1.010 All All All
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Application Usermin Usermin 1.010 All All All

Application Usermin Usermin 1.020 All All All

Application Usermin Usermin 1.030 All All All

Application Usermin Usermin 1.040 All All All

Application Usermin Usermin 1.051 All All All

Application Usermin Usermin 1.060 All All All

Application Usermin Usermin 1.070 All All All

Application Usermin Usermin 1.080 All All All

Application Usermin Usermin 1.090 All All All

Application Usermin Usermin 1.100 All All All

Application Usermin Usermin 1.110 All All All

Application Usermin Usermin 1.120 All All All

Application Usermin Usermin 1.130 All All All

Application Usermin Usermin 1.140 All All All

Application Usermin Usermin 1.150 All All All

Application Usermin Usermin 1.210 All All All

Application Usermin Usermin 0.4 All All All

Application Usermin Usermin 0.5 All All All

Application Usermin Usermin 0.6 All All All

Application Usermin Usermin 0.7 All All All

Application Usermin Usermin 0.8 All All All

Application Usermin Usermin 0.9 All All All

Application Usermin Usermin 0.91 All All All

Application Usermin Usermin 0.92 All All All

Application Usermin Usermin 0.93 All All All

Application Usermin Usermin 0.94 All All All

Application Usermin Usermin 0.95 All All All

Application Usermin Usermin 0.96 All All All

Application Usermin Usermin 0.97 All All All

Application Usermin Usermin 0.98 All All All

Application Usermin Usermin 0.99 All All All

Application Usermin Usermin 1.000 All All All

Application Usermin Usermin 1.010 All All All

Application Usermin Usermin 1.020 All All All

Application Usermin Usermin 1.030 All All All

Application Usermin Usermin 1.040 All All All
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Application Usermin Usermin 1.051 All All All

Application Usermin Usermin 1.060 All All All

Application Usermin Usermin 1.070 All All All

Application Usermin Usermin 1.080 All All All

Application Usermin Usermin 1.090 All All All

Application Usermin Usermin 1.100 All All All

Application Usermin Usermin 1.110 All All All

Application Usermin Usermin 1.120 All All All

Application Usermin Usermin 1.130 All All All

Application Usermin Usermin 1.140 All All All

Application Usermin Usermin 1.150 All All All

Application Usermin Usermin 1.210 All All All

Application Usermin Usermin All All All All

Application Webmin Webmin 0.1 All All All

Application Webmin Webmin 0.2 All All All

Application Webmin Webmin 0.21 All All All

Application Webmin Webmin 0.22 All All All

Application Webmin Webmin 0.3 All All All

Application Webmin Webmin 0.31 All All All

Application Webmin Webmin 0.4 All All All

Application Webmin Webmin 0.41 All All All

Application Webmin Webmin 0.42 All All All

Application Webmin Webmin 0.5 All All All

Application Webmin Webmin 0.51 All All All

Application Webmin Webmin 0.6 All All All

Application Webmin Webmin 0.7 All All All

Application Webmin Webmin 0.76 All All All

Application Webmin Webmin 0.77 All All All

Application Webmin Webmin 0.78 All All All

Application Webmin Webmin 0.79 All All All

Application Webmin Webmin 0.80 All All All

Application Webmin Webmin 0.83 All All All

Application Webmin Webmin 0.84 All All All

Application Webmin Webmin 0.85 All All All

Application Webmin Webmin 0.88 All All All

Application Webmin Webmin 0.90 All All All
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Application Webmin Webmin 0.90 All All All

Application Webmin Webmin 0.91 All All All

Application Webmin Webmin 0.92 All All All

Application Webmin Webmin 0.92.1 All All All

Application Webmin Webmin 0.93 All All All

Application Webmin Webmin 0.94 All All All

Application Webmin Webmin 0.95 All All All

Application Webmin Webmin 0.96 All All All

Application Webmin Webmin 0.97 All All All

Application Webmin Webmin 0.98 All All All

Application Webmin Webmin 0.99 All All All

Application Webmin Webmin 1.0.00 All All All

Application Webmin Webmin 1.0.10 All All All

Application Webmin Webmin 1.0.20 All All All

Application Webmin Webmin 1.0.30 All All All

Application Webmin Webmin 1.0.40 All All All

Application Webmin Webmin 1.0.50 All All All

Application Webmin Webmin 1.0.51 All All All

Application Webmin Webmin 1.0.60 All All All

Application Webmin Webmin 1.0.70 All All All

Application Webmin Webmin 1.0.80 All All All

Application Webmin Webmin 1.0.90 All All All

Application Webmin Webmin 1.1.00 All All All

Application Webmin Webmin 1.1.10 All All All

Application Webmin Webmin 1.1.20 All All All

Application Webmin Webmin 1.1.21 All All All

Application Webmin Webmin 1.1.30 All All All

Application Webmin Webmin 1.1.40 All All All

Application Webmin Webmin 1.1.50 All All All

Application Webmin Webmin 1.2.20 All All All

Application Webmin Webmin 1.2.30 All All All

Application Webmin Webmin 1.2.40 All All All

Application Webmin Webmin 1.2.50 All All All

Application Webmin Webmin 1.2.60 All All All

Application Webmin Webmin 1.2.70 All All All

Application Webmin Webmin 1.2.80 All All All
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Application Webmin Webmin 0.1 All All All

Application Webmin Webmin 0.2 All All All

Application Webmin Webmin 0.21 All All All

Application Webmin Webmin 0.22 All All All

Application Webmin Webmin 0.3 All All All

Application Webmin Webmin 0.31 All All All

Application Webmin Webmin 0.4 All All All

Application Webmin Webmin 0.41 All All All

Application Webmin Webmin 0.42 All All All

Application Webmin Webmin 0.5 All All All

Application Webmin Webmin 0.51 All All All

Application Webmin Webmin 0.6 All All All

Application Webmin Webmin 0.7 All All All

Application Webmin Webmin 0.76 All All All

Application Webmin Webmin 0.77 All All All

Application Webmin Webmin 0.78 All All All

Application Webmin Webmin 0.79 All All All

Application Webmin Webmin 0.80 All All All

Application Webmin Webmin 0.83 All All All

Application Webmin Webmin 0.84 All All All

Application Webmin Webmin 0.85 All All All

Application Webmin Webmin 0.88 All All All

Application Webmin Webmin 0.90 All All All

Application Webmin Webmin 0.91 All All All

Application Webmin Webmin 0.92 All All All

Application Webmin Webmin 0.92.1 All All All

Application Webmin Webmin 0.93 All All All

Application Webmin Webmin 0.94 All All All

Application Webmin Webmin 0.95 All All All

Application Webmin Webmin 0.96 All All All

Application Webmin Webmin 0.97 All All All

Application Webmin Webmin 0.98 All All All

Application Webmin Webmin 0.99 All All All

Application Webmin Webmin 1.0.00 All All All

Application Webmin Webmin 1.0.10 All All All
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Application Webmin Webmin 1.0.20 All All All

Application Webmin Webmin 1.0.30 All All All

Application Webmin Webmin 1.0.40 All All All

Application Webmin Webmin 1.0.50 All All All

Application Webmin Webmin 1.0.51 All All All

Application Webmin Webmin 1.0.60 All All All

Application Webmin Webmin 1.0.70 All All All

Application Webmin Webmin 1.0.80 All All All

Application Webmin Webmin 1.0.90 All All All

Application Webmin Webmin 1.1.00 All All All

Application Webmin Webmin 1.1.10 All All All

Application Webmin Webmin 1.1.20 All All All

Application Webmin Webmin 1.1.21 All All All

Application Webmin Webmin 1.1.30 All All All

Application Webmin Webmin 1.1.40 All All All

Application Webmin Webmin 1.1.50 All All All

Application Webmin Webmin 1.2.20 All All All

Application Webmin Webmin 1.2.30 All All All

Application Webmin Webmin 1.2.40 All All All

Application Webmin Webmin 1.2.50 All All All

Application Webmin Webmin 1.2.60 All All All

Application Webmin Webmin 1.2.70 All All All

Application Webmin Webmin 1.2.80 All All All

Application Webmin Webmin All All All All

References

Reference

Mandriva update for webmin - Advisories - Secunia

Security Alerts

SecurityTracker.com Archives - Webmin Input Validation Hole Permits Cross-Site Scripting Attacks and Discloses Script Source Code to Remote Users

Webmin and Usermin HTML Injection and Information Disclosure Vulnerability

Debian -- Security Information -- DSA-1199-1 webmin

28338

セキュリティ対策のラック｜情報を守るセキュリティ対策のパイオニア

JVN#99776858: Webmin および Usermin にクロスサイトスクリプティングを含む複数の脆弱性

IBM X-Force Exchange
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SecurityTracker.com Archives - Usermin Input Validation Hole Permits Cross-Site Scripting Attacks and Discloses Script Source Code to Remote Users

Mandriva update for webmin - Advisories - Secunia

Advisories - Mandriva Linux

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

28337

JVN:JVN#99776858

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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