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CVE CVE-2006-4567
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2006-09-15 18:07:00 UTC
Updated 2018-10-17 21:37:00 UTC
Description Mozilla Firefox before 1.5.0.7 and Thunderbird before 1.5.0.7 makes it easy for users to accept self-signed certificates for tt

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Mozilla Firefox All All
Application Mozilla Thunderbird All All

Edition

All

All

Language
All

All

References

Reference

Gentoo update for mozilla-thunderbird - Advisories - Secunia

Red Hat update for thunderbird - Advisories - Secunia

Avaya Products Firefox Multiple Vulnerabilities - Advisories - Secunia
[#RPL-640] update to firefox 1.5.0.7 and thunderbird 1.5.0.7 for critical security fixes - rPath JIRA
Ubuntu update for firefox - Advisories - Secunia

usn/usn-350-1 - Ubuntu: Linux for human beings

Mandriva update for mozilla-firefox - Advisories - Secunia

rPath updates for firefox and thunderbird - Advisories - Secunia
Security Announcement

Gentoo update for mozilla-firefox - Advisories - Secunia

Red Hat update for firefox - Advisories - Secunia

HP-UX update for firefox - Advisories - Secunia

Source

SECUNIA

SECUNIA

SECUNIA

CONFIRM

SECUNIA

UBUNTU

SECUNIA

SECUNIA

SUSE

SECUNIA

SECUNIA

SECUNIA

Link
secunia.com
secunia.com
secunia.com
issues.rpath.com
secunia.com
www.ubuntu.com
secunia.com
secunia.com
www.novell.com
secunia.com
secunia.com

secunia.com


https://cve.report/
https://cve.report/CVE-2006-4567/mitre
https://cve.report/CVE-2006-4567/nist
https://cve.report/CVE-2006-4567/cve_org
https://cve.report/api/cve/CVE-2006-4567.json
https://cve.report/CVE-2006-4567.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://secunia.com/advisories/22274
http://secunia.com/advisories/21916
http://secunia.com/advisories/22422
https://issues.rpath.com/browse/RPL-640
http://secunia.com/advisories/22025
http://www.ubuntu.com/usn/usn-350-1
http://secunia.com/advisories/22001
http://secunia.com/advisories/21950
http://www.novell.com/linux/security/advisories/2006_54_mozilla.html
http://secunia.com/advisories/22195
http://secunia.com/advisories/21949
http://secunia.com/advisories/22066

Repository / Oval Repository OVAL oval.cisecurity.org
Gentoo Linux Documentation -- Mozilla Firefox: Multiple vulnerabilities GENTOO security.gentoo.org
Ubuntu update for mozilla-thunderbird - Advisories - Secunia SECUNIA secunia.com

Security Tracker.com Archives - Mozilla Thunderbird Auto-Update Can Be Spoofed in Certain Cases SECTRACK securitytracker.com

usn/usn-354-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com
Mozilla Thunderbird Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com
SecurityFocus BUGTRAQ  www.securityfocus.com
ASA-2006-224 (RHSA-2006-0675) CONFIRM support.avaya.com
Ubuntu update for mozilla-thunderbird - Advisories - Secunia SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
Gentoo Linux Documentation -- Mozilla Thunderbird: Multiple vulnerabilities GENTOO security.gentoo.org
Ubuntu update for firefox - Advisories - Secunia SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN Www.vupen.com
SecurityTracker.com Archives - Mozilla Firefox Auto-Update Can Be Spoofed in Certain Cases SECTRACK  securitytracker.com
usn/usn-352-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com

IBM X-Force Exchange XF exchange.xforce.ibmclot
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN Www.vupen.com
Mozilla Firefox/Thunderbird/Seamonkey Multiple Remote Vulnerabilities BID www.securityfocus.com
Mozilla Firefox Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com
usn/usn-351-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com
SUSE updates for MozillaFirefox, MozillaThunderbird, and seamonkey - Advisories - Secunia SECUNIA secunia.com
rhn.redhat.com | Red Hat Support REDHAT www.redhat.com
rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

IT Resource Center - login / register HP www1.itrc.hp.com
MFSA 2006-58: Auto-Update compromise through DNS and SSL spoofing CONFIRM www.mozilla.org
Mandriva update for mozilla-thunderbird - Advisories - Secunia SECUNIA secunia.com
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
CVE Program record CVE.ORG WWWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10488
http://security.gentoo.org/glsa/glsa-200609-19.xml
http://secunia.com/advisories/22055
http://securitytracker.com/id?1016850
http://www.ubuntu.com/usn/usn-354-1
http://secunia.com/advisories/21939
http://www.securityfocus.com/archive/1/446140/100/0/threaded
http://support.avaya.com/elmodocs2/security/ASA-2006-224.htm
http://secunia.com/advisories/22074
http://www.vupen.com/english/advisories/2008/0083
http://security.gentoo.org/glsa/glsa-200610-01.xml
http://secunia.com/advisories/22210
http://www.vupen.com/english/advisories/2006/3748
http://securitytracker.com/id?1016851
http://www.ubuntu.com/usn/usn-352-1
https://exchange.xforce.ibmcloud.com/vulnerabilities/28950
http://www.vupen.com/english/advisories/2006/3617
http://www.securityfocus.com/bid/20042
http://secunia.com/advisories/21906
http://www.ubuntu.com/usn/usn-351-1
http://secunia.com/advisories/22056
http://www.redhat.com/support/errata/RHSA-2006-0675.html
http://www.redhat.com/support/errata/RHSA-2006-0677.html
http://www1.itrc.hp.com/service/cki/docDisplay.do?docId=c00771742
http://www.mozilla.org/security/announce/2006/mfsa2006-58.html
http://secunia.com/advisories/22088
http://www.mandriva.com/security/advisories?name=MDKSA-2006:168
http://www.mandriva.com/security/advisories?name=MDKSA-2006:169
https://www.cve.org/CVERecord?id=CVE-2006-4567
https://nvd.nist.gov/vuln/detail/CVE-2006-4567
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