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Mozilla Firefox before 1.5.0.7 and SeaMonkey before 1.0.5 allows remote attackers to bypass the security model and inject

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox All All All All
Mozilla Seamonkey All All All All

References

Reference Source
Repository / Oval Repository OVAL
Avaya Products Firefox Multiple Vulnerabilities - Advisories - Secunia SECUNIA
[#RPL-640] update to firefox 1.5.0.7 and thunderbird 1.5.0.7 for critical security fixes - rPath JIRA CONFIRM
Ubuntu update for firefox - Advisories - Secunia SECUNIA
Security Tracker.com Archives - Mozilla Firefox document.open() Function Lets Remote Users Inject HTML into Frames SECTRACK
Debian update for mozilla-firefox - Advisories - Secunia SECUNIA
Debian -- Security Information -- DSA-1210-1 mozilla-firefox DEBIAN
Debian -- Security Information -- DSA-1192-1 mozilla DEBIAN
Mandriva update for mozilla-firefox - Advisories - Secunia SECUNIA

SecurityTracker.com Archives - Mozilla Seamonkey document.open() Function Lets Remote Users Inject HTML into Frames SECTRACK

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECUNIA

rPath updates for firefox and thunderbird - Advisories - Secunia SECUNIA
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http://secunia.com/advisories/22025
http://securitytracker.com/id?1016856
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http://securitytracker.com/id?1016855
http://secunia.com/advisories/22036
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Security Announcement

Gentoo update for mozilla-firefox - Advisories - Secunia

Red Hat update for firefox - Advisories - Secunia

rhn.redhat.com | Red Hat Support

HP-UX update for firefox - Advisories - Secunia

Gentoo update for seamonkey - Advisories - Secunia

Webmail - OVH

343168 — frame spoofing using document.open()

Gentoo Linux Documentation -- Mozilla Firefox: Multiple vulnerabilities
Debian update for mozilla - Advisories - Secunia

Debian update for mozilla-thunderbird - Advisories - Secunia
usn/usn-354-1 - Ubuntu: Linux for human beings

IBM X-Force Exchange

SecurityFocus

ASA-2006-224 (RHSA-2006-0675)

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Debian -- Security Information -- DSA-1191-1 mozilla-thunderbird
Ubuntu update for firefox - Advisories - Secunia

Mozilla SeaMonkey Multiple Vulnerabilities - Advisories - Secunia
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Red Hat update for seamonkey - Advisories - Secunia

Gentoo Linux Documentation -- Seamonkey: Multiple vulnerabilities
MFSA 2006-61: Frame spoofing using document.open()

Netscape Multiple Vulnerabilities - Advisories - Secunia
20060901-01-P

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Mozilla Firefox/Thunderbird/Seamonkey Multiple Remote Vulnerabilities

Mozilla Firefox Multiple Vulnerabilities - Advisories - Secunia

usn/usn-351-1 - Ubuntu: Linux for human beings

SUSE updates for MozillaFirefox, MozillaThunderbird, and seamonkey - Advisories - Secunia

Ubuntu update for mozilla - Advisories - Secunia
rhn.redhat.com | Red Hat Support
usn/usn-361-1 - Ubuntu: Linux for human beings
IT Resource Center - login / register
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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