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CVE CVE-2006-4572
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-11-07 00:07:00 UTC
Updated 2023-02-13 02:16:00 UTC
Description ip6_tables in neffilter in the Linux kernel before 2.6.16.31 allows remote attackers to (1) bypass a rule that disallows a proto

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.1 rci All All
Operating System Linux Linux Kernel 2.6.1 rc2 All All
Operating System Linux Linux Kernel 2.6.1 rc3 All All
Operating System Linux Linux Kernel 2.6.10 All All All
Operating System Linux Linux Kernel 2.6.10 rci All All
Operating System Linux Linux Kernel 2.6.10 rc2 All All
Operating System Linux Linux Kernel 2.6.10 rc3 All All
Operating System Linux Linux Kernel 2.6.11 All All All
Operating System Linux Linux Kernel 2.6.11 rct All All
Operating System Linux Linux Kernel 2.6.11 rc2 All All
Operating System Linux Linux Kernel 2.6.11 rc3 All All
Operating System Linux Linux Kernel 2.6.11 rc4 All All
Operating System Linux Linux Kernel 2.6.11 rch All All
Operating System Linux Linux Kernel 2.6.11.1 All All All
Operating System Linux Linux Kernel 2.6.11.10 All All All
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Upeiduiy oysieli Lilux LIUX netel c.0.0 I A Al
Operating System Linux Linux Kernel 2.6.8.1 All All All
Operating System Linux Linux Kernel 2.6.9 All All All
Operating System Linux Linux Kernel 2.6.9 rci All All
Operating System Linux Linux Kernel 2.6.9 rc2 All All
Operating System Linux Linux Kernel 2.6.9 rc3 All All
Operating System Linux Linux Kernel 2.6.9 rc4 All All
Operating System Linux Linux Kernel All All All All
Reference Source Link Tags
404: File not found CONFIRM  www.kernel.org
www.kernel.org/git MISC www.kernel.org
usn/usn-416-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com
www.kernel.org/git CONFIRM  www.kernel.org
[linux-kernel] 20061105 Linux 2.6.16.31-rc1 MLIST readlist.com Patch
www.kernel.org/git CONFIRM www.kernel.org
Security Announcement SUSE www.novell.com
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory
Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory
Mandriva update for kernel - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advis:
SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory
www.kernel.org/git CONFIRM  www.kernel.org
rPath update for kernel and xen - Advisories - Secunia SECUNIA secunia.com Vendor Advisory
www.kernel.org/git MISC www.kernel.org
SecurityFocus BUGTRAQ  www.securityfocus.com
Linux Kernel Fragmented IPv6 Packet Filtering Bypass - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advis
Webmail - OVH VUPEN www.vupen.com Vendor Advisory
usn/usn-395-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com
Linux Kernel Multiple IPV6 Packet Filtering Bypass Vulnerabilities BID www.securityfocus.com
CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.16.31
http://www.kernel.org/git/?p=linux/kernel/git/stable/linux-2.6.16.y.git%253Ba=commit%253Bh=0ddfcc96928145d6a6425fdd26dad6abfe7f891d
http://www.ubuntu.com/usn/usn-416-1
http://www.kernel.org/git/?p=linux/kernel/git/stable/linux-2.6.16.y.git;a=commit;h=6ac62be885810e1f8390f0c3b9d3ee451d3d3f19
http://readlist.com/lists/vger.kernel.org/linux-kernel/55/275979.html
http://www.kernel.org/git/?p=linux%252Fkernel%252Fgit%252Fstable%252Flinux-2.6.16.y.git&a=search&s=CVE-2006-4572
http://www.novell.com/linux/security/advisories/2006_79_kernel.html
http://www.mandriva.com/security/advisories?name=MDKSA-2006:197
http://secunia.com/advisories/24098
http://secunia.com/advisories/23384
http://secunia.com/advisories/22762
http://secunia.com/advisories/23474
http://www.kernel.org/git/?p=linux/kernel/git/stable/linux-2.6.16.y.git;a=commit;h=0ddfcc96928145d6a6425fdd26dad6abfe7f891d
http://secunia.com/advisories/25691
http://www.kernel.org/git/?p=linux/kernel/git/stable/linux-2.6.16.y.git%253Ba=commit%253Bh=6ac62be885810e1f8390f0c3b9d3ee451d3d3f19
http://www.securityfocus.com/archive/1/471457
http://secunia.com/advisories/22731
http://www.vupen.com/english/advisories/2006/4386
http://www.ubuntu.com/usn/usn-395-1
http://www.securityfocus.com/bid/20955
https://www.cve.org/CVERecord?id=CVE-2006-4572
https://nvd.nist.gov/vuln/detail/CVE-2006-4572

Red Hat 2007-03-14 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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