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Summary

CVE CVE-2006-4573

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-24 18:07:00 UTC

Updated 2011-03-08 02:41:00 UTC

Description Multiple unspecified vulnerabilities in the "utf8 combining characters handling" (utf8_handle_comb function in encoding.c) in screen before 4.0.3 allows user-assisted attackers to cause a denial of service (crash or hang) via certain UTF8 sequences.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Screen All All All All

References

Reference Source Link Tags

Mandriva update for screen - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Webmail | OVH- OVH VUPEN www.vupen.com

Secfix release for screen: screen-4.0.3 MLIST lists.gnu.org Patch

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

issues.rpath.com/browse/RPL-734 CONFIRM issues.rpath.com

GNU Screen Multiple Denial of Service Vulnerabilities BID www.securityfocus.com

usn/usn-370-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com

Screen: UTF-8 character handling vulnerability — Gentoo Linux Documentation GENTOO security.gentoo.org

Debian -- Security Information -- DSA-1202-1 screen DEBIAN www.debian.org

APPLE-SA-2007-05-24 Security Update 2007-005 APPLE lists.apple.com

Gentoo update for screen - Secunia.com SECUNIA secunia.com

Debian update for screen - Secunia.com SECUNIA secunia.com

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com
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https://cve.report/CVE-2006-4573/mitre
https://cve.report/CVE-2006-4573/nist
https://cve.report/CVE-2006-4573/cve_org
https://cve.report/api/cve/CVE-2006-4573.json
https://cve.report/CVE-2006-4573.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/screen
http://secunia.com/advisories/22611
http://www.vupen.com/english/advisories/2006/4189
http://lists.gnu.org/archive/html/screen-users/2006-10/msg00028.html
http://www.vupen.com/english/advisories/2007/1939
https://issues.rpath.com/browse/RPL-734
http://www.securityfocus.com/bid/20727
http://www.ubuntu.com/usn/usn-370-1
http://security.gentoo.org/glsa/glsa-200611-01.xml
http://www.debian.org/security/2006/dsa-1202
http://lists.apple.com/archives/security-announce/2007/May/msg00004.html
http://secunia.com/advisories/22707
http://secunia.com/advisories/22647
http://slackware.com/security/viewer.php?l=slackware-security&y=2006&m=slackware-security.480775


Apple Mac OS X Security Update for Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Slackware update for screen - Advisories - Secunia SECUNIA secunia.com

Ubuntu update for screen - Advisories - Secunia SECUNIA secunia.com

rPath update for screen - Advisories - Secunia SECUNIA secunia.com

OpenPKG Corporation: Security: Security Advisories OPENPKG www.openpkg.org

About Security Update 2007-005 CONFIRM docs.info.apple.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

GNU Screen UTF-8 Character Handling Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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