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Off-by-one error in the MIME Multipart dissector in Wireshark (formerly Ethereal) 0.10.1 through 0.99.3 allows remote attacl
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Wireshark Wireshark 0.10 All All All
Wireshark Wireshark 0.10.13 All All All
Wireshark Wireshark 0.10.4 All All All
Wireshark Wireshark 0.7.9 All All All
Wireshark Wireshark 0.8.16 All All All
Wireshark Wireshark 0.9.10 All All All
Wireshark Wireshark 0.99 All All All
Wireshark Wireshark 0.99.1 All All All
Wireshark Wireshark 0.99.2 All All All
Wireshark Wireshark 0.99.3 All All All
Wireshark Wireshark 0.10 All All All
Wireshark Wireshark 0.10.13 All All All
Wireshark Wireshark 0.10.4 All All All
Wireshark Wireshark 0.7.9 All All All
Wireshark Wireshark 0.8.16 All All All
Wireshark Wireshark 0.9.10 All All All
Wireshark Wireshark 0.99 All All All


https://cve.report/
https://cve.report/CVE-2006-4574/mitre
https://cve.report/CVE-2006-4574/nist
https://cve.report/CVE-2006-4574/cve_org
https://cve.report/api/cve/CVE-2006-4574.json
https://cve.report/CVE-2006-4574.pdf
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark

Application Wireshark Wireshark 0.99.1 All All All

Application Wireshark Wireshark 0.99.2 All All All
Application Wireshark Wireshark 0.99.3 All All All
Reference

ASA-2006-255 (RHSA-2006-0726)

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia
Repository / Oval Repository

Advisories - Mandriva Linux

Red Hat update for wireshark - Advisories - Secunia

SecurityFocus

Support

Wireshark Multiple Protocol Dissectors Denial of Service Vulnerabilities
Debian update for ethereal - Advisories - Secunia

Wireshark: wnpa-sec-2006-03

Webmail - OVH

SecurityTracker.com Archives - Wireshark (Ethereal) Bugs in HTTP, LDAP, XOT, WBXML, and MIME Multipart Dissectors Let Remote Users
rPath update for tshark and wireshark - Advisories - Secunia

IBM X-Force Exchange

Security Announcement

issues.rpath.com/browse/RPL-746

Wireshark Multiple Denial of Service Vulnerabilities - Advisories - Secunia
SUSE update for wireshark - Advisories - Secunia

Avaya Products Wireshark Multiple Vulnerabilities - Advisories - Secunia
Debian -- Security Information -- DSA-1201-1 ethereal

20061101-01-P

Mandriva update for wireshark - Advisories - Secunia
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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