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CVE CVE-2006-4600
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-07 00:04:00 UTC
Updated 2018-10-17 21:38:00 UTC
Description slapd in OpenLDAP before 2.3.25 allows remote authenticated users with selfwrite Access Control List (ACL) privileges to r
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openldap Openldap 2.0.20 All All All
Application Openldap Openldap 2.0.21 All All All
Application Openldap Openldap 2.0.22 All All All
Application Openldap Openldap 2.0.23 All All All
Application Openldap Openldap 2.0.24 All All All
Application Openldap Openldap 2.0.20 All All All
Application Openldap Openldap 2.0.21 All All All
Application Openldap Openldap 2.0.22 All All All
Application Openldap Openldap 2.0.23 All All All
Application Openldap Openldap 2.0.24 All All All
Reference

ASA-2007-232 (RHSA-2007-0310)
rPath update for openldap - Advisories - Secunia
Security Tracker.com Archives - OpenLDAP 'selfwrite’ Access Control Error May Let Remote Authenticated Users Make Unauthorized Attribute

OpenLDAP 2.3.25 available



https://cve.report/
https://cve.report/CVE-2006-4600/mitre
https://cve.report/CVE-2006-4600/nist
https://cve.report/CVE-2006-4600/cve_org
https://cve.report/api/cve/CVE-2006-4600.json
https://cve.report/CVE-2006-4600.pdf
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
http://support.avaya.com/elmodocs2/security/ASA-2007-232.htm
http://secunia.com/advisories/22219
http://securitytracker.com/id?1016783
http://www.openldap.org/lists/openldap-announce/200608/msg00000.html

20070602-01-P

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia
[Full-Disclosure] Mailing List Charter

Webmail - OVH

OpenLDAP SLAPD Access Control Circumvention Vulnerability

VMware ESX Server Multiple Security Updates - Advisories - Secunia

Support

Gentoo Linux Documentation -- VMware Workstation and Player: Multiple vulnerabilities
Gentoo update for vmware - Advisories - Secunia

Trustix Updates for Multiple Packages - Advisories - Secunia

[#RPL-667] slapd privilege escalation CVE-2006-4600 - rPath JIRA

Red Hat update for openldap - Secunia Advisories - Vulnerability Intelligence - Secunia.com
OpenLDAP, 2.4.33 Release Changes

Red Hat Update for Multiple Packages - Advisories - Secunia

OpenLDAP slapd "selfwrite" Security Issue - Advisories - Secunia

Advisories - Mandriva Linux

OpenLDAP ITS - Software Bugs/4587

IBM X-Force Exchange

2006-0055

SecurityFocus

Avaya Products OpenLDAP slapd "selfwrite" Security Issue - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Support

Repository / Oval Repository

Mandriva update for openldap - Advisories - Secunia

CVE Program record

NVD vulnerability detail
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-09-05 Mark J Cox  Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com,
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Legacy QID Mappings

690552 Free Berkeley Software Distribution (FreeBSD) Security Update for openldap (ae7124ff-547¢c-11db-8f1a-000a48049292)


ftp://patches.sgi.com/support/free/security/advisories/20070602-01-P.asc
http://www.vupen.com/english/advisories/2007/3229
http://secunia.com/advisories/25894
http://lists.grok.org.uk/pipermail/full-disclosure/2007-September/065902.html
http://www.vupen.com/english/advisories/2007/2186
http://www.securityfocus.com/bid/19832
http://secunia.com/advisories/26909
http://www.redhat.com/support/errata/RHSA-2007-0430.html
http://security.gentoo.org/glsa/glsa-200711-23.xml
http://secunia.com/advisories/27706
http://secunia.com/advisories/22300
https://issues.rpath.com/browse/RPL-667
http://secunia.com/advisories/25628
http://www.openldap.org/software/release/changes.html
http://secunia.com/advisories/25098
http://secunia.com/advisories/21721
http://www.mandriva.com/security/advisories?name=MDKSA-2006:171
http://www.openldap.org/its/index.cgi/Software%20Bugs?id=4587
https://exchange.xforce.ibmcloud.com/vulnerabilities/28772
http://www.trustix.org/errata/2006/0055
http://www.securityfocus.com/archive/1/447395/100/200/threaded
http://secunia.com/advisories/25676
http://www.redhat.com/support/errata/RHSA-2007-0310.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9618
http://secunia.com/advisories/22273
https://www.cve.org/CVERecord?id=CVE-2006-4600
https://nvd.nist.gov/vuln/detail/CVE-2006-4600
http://cve.report/qid/690552
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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