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Summary

CVE CVE-2006-4658

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-09 00:04:00 UTC

Updated 2018-10-17 21:38:00 UTC

Description Panda Platinum Internet Security 2006 10.02.01 and 2007 11.00.00 uses sequential message numbers in generated URLs that are not filtered if the user replies to a message, which might allow remote attackers to determine mail usage patterns.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Panda Panda Platinum Internet Security 2006_10.02.01 All All All

Application Panda Panda Platinum Internet Security 2007_11.00.00 All All All

Application Panda Panda Platinum Internet Security 2006_10.02.01 All All All

Application Panda Panda Platinum Internet Security 2007_11.00.00 All All All

References

Reference Source Link

SecurityReason - Panda Platinum Internet Security privilege escalation / bayesian filter control security vulnerabilities SREASON securityreason.com

SecurityFocus BUGTRAQ www.securityfocus.com

Advisories:Panda Internet Security MISC www.security.nnov.ru

Panda Platinum Internet Security Insecure Default Directory Permissions - Advisories - Secunia SECUNIA secunia.com

Panda Platinum Internet Security 2006/2007 Local Privilege Escalation Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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