
CVE-2006-4675
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2006-4675

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-11 17:04:00 UTC

Updated 2018-10-17 21:39:00 UTC

Description Unrestricted file upload vulnerability in lib/exe/media.php in DokuWiki before 2006-03-09c allows remote attackers to upload executable files into the data/media folder via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Andreas Gohr Dokuwiki release_2004-07-04 All All All

Application Andreas Gohr Dokuwiki release_2004-07-07 All All All

Application Andreas Gohr Dokuwiki release_2004-07-12 All All All

Application Andreas Gohr Dokuwiki release_2004-07-21 All All All

Application Andreas Gohr Dokuwiki release_2004-07-25 All All All

Application Andreas Gohr Dokuwiki release_2004-08-08 All All All

Application Andreas Gohr Dokuwiki release_2004-08-15a All All All

Application Andreas Gohr Dokuwiki release_2004-08-22 All All All

Application Andreas Gohr Dokuwiki release_2004-09-12 All All All

Application Andreas Gohr Dokuwiki release_2004-09-25 All All All

Application Andreas Gohr Dokuwiki release_2004-09-30 All All All

Application Andreas Gohr Dokuwiki release_2004-10-19 All All All

Application Andreas Gohr Dokuwiki release_2004-11-01 All All All

Application Andreas Gohr Dokuwiki release_2004-11-02 All All All

Application Andreas Gohr Dokuwiki release_2004-11-10 All All All

Application Andreas Gohr Dokuwiki release_2005-01-14 All All All

Application Andreas Gohr Dokuwiki release_2005-01-15 All All All
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Application Andreas Gohr Dokuwiki release_2005-01-15 All All All

Application Andreas Gohr Dokuwiki release_2005-01-16a All All All

Application Andreas Gohr Dokuwiki release_2005-02-06 All All All

Application Andreas Gohr Dokuwiki release_2005-02-18 All All All

Application Andreas Gohr Dokuwiki release_2005-05-07 All All All

Application Andreas Gohr Dokuwiki release_2005-07-01 All All All

Application Andreas Gohr Dokuwiki release_2005-07-13 All All All

Application Andreas Gohr Dokuwiki release_2005-09-19 All All All

Application Andreas Gohr Dokuwiki release_2005-09-22 All All All

Application Andreas Gohr Dokuwiki release_2006-03-05 All All All

Application Andreas Gohr Dokuwiki release_2004-07-04 All All All

Application Andreas Gohr Dokuwiki release_2004-07-07 All All All

Application Andreas Gohr Dokuwiki release_2004-07-12 All All All

Application Andreas Gohr Dokuwiki release_2004-07-21 All All All

Application Andreas Gohr Dokuwiki release_2004-07-25 All All All

Application Andreas Gohr Dokuwiki release_2004-08-08 All All All

Application Andreas Gohr Dokuwiki release_2004-08-15a All All All

Application Andreas Gohr Dokuwiki release_2004-08-22 All All All

Application Andreas Gohr Dokuwiki release_2004-09-12 All All All

Application Andreas Gohr Dokuwiki release_2004-09-25 All All All

Application Andreas Gohr Dokuwiki release_2004-09-30 All All All

Application Andreas Gohr Dokuwiki release_2004-10-19 All All All

Application Andreas Gohr Dokuwiki release_2004-11-01 All All All

Application Andreas Gohr Dokuwiki release_2004-11-02 All All All

Application Andreas Gohr Dokuwiki release_2004-11-10 All All All

Application Andreas Gohr Dokuwiki release_2005-01-14 All All All

Application Andreas Gohr Dokuwiki release_2005-01-15 All All All

Application Andreas Gohr Dokuwiki release_2005-01-16a All All All

Application Andreas Gohr Dokuwiki release_2005-02-06 All All All

Application Andreas Gohr Dokuwiki release_2005-02-18 All All All

Application Andreas Gohr Dokuwiki release_2005-05-07 All All All

Application Andreas Gohr Dokuwiki release_2005-07-01 All All All

Application Andreas Gohr Dokuwiki release_2005-07-13 All All All

Application Andreas Gohr Dokuwiki release_2005-09-19 All All All

Application Andreas Gohr Dokuwiki release_2005-09-22 All All All

Application Andreas Gohr Dokuwiki release_2006-03-05 All All All
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Application Andreas Gohr Dokuwiki All All All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com

Gentoo Linux Documentation -- DokuWiki: Arbitrary command execution GENTOO security.gentoo.org

Gentoo update for dokuwiki - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Error 404 :( MISC retrogod.altervista.org Exploit

SecurityReason - DokuWiki <= 2006-03-09brel /bin/dwpage.php remote commands execution SREASON securityreason.com

DokuWiki "TARGET_FN" Directory Traversal Vulnerability - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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