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Summary

CVE CVE-2006-4694

State PUBLISHED

Assigner microsoft

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-27 19:07:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description Unspecified vulnerability in PowerPoint in Microsoft Office 2000, Office XP and Office 2003 allows user-assisted attackers to execute arbitrary code via a crafted record in a PPT file, as exploited by malware such as Exploit:Win32/Controlppt.W, Exploit:Win32/Controlppt.X, and Exploit-PPT.d/Trojan.PPDropper.F. NOTE: it has been reported that the attack vector involves SlideShowWindows.View.GotoNamedShow.

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-94 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Office All All All All

Application Microsoft Office 2000 All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Application Microsoft Office 2000 All All All

Application Microsoft Office 2000 sp1 All All

Application Microsoft Office 2000 sp2 All All

Application Microsoft Office 2000 sp3 All All

Application Microsoft Office 2003 All All All

Application Microsoft Office xp sp1 All All

Application Microsoft Office xp sp2 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Microsoft PowerPoint Unspecified Remote Code Execution Vulnerability af854a3a-2127-422b-91ae-364da2661108

McAfee Threat Center – Latest Cyberthreats | McAfee af854a3a-2127-422b-91ae-364da2661108

Microsoft PowerPoint Multiple Code Execution Vulnerabilities - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

US-CERT Technical Cyber Security Alert TA06-283A -- Microsoft Updates for Vulnerabilities in Windows, Office, and Internet Explorer af854a3a-2127-422b-91ae-364da2661108

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

SecurityTracker.com Archives - Microsoft PowerPoint Memory Corruption Bug Lets Remote Users Execute Arbitrary Code af854a3a-2127-422b-91ae-364da2661108

www.osvdb.org/29259 af854a3a-2127-422b-91ae-364da2661108

Microsoft Security Bulletin MS06-058 - Critical | Microsoft Docs af854a3a-2127-422b-91ae-364da2661108

Your request has been blocked. This could be due to several reasons. af854a3a-2127-422b-91ae-364da2661108

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

Exploit-PPT.d af854a3a-2127-422b-91ae-364da2661108

US-CERT Vulnerability Note VU#231204 af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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