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CVE CVE-2006-4695
State PUBLIC
Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2006-12-31 05:00:00 UTC
Updated 2018-10-12 21:41:00 UTC
Description Unspecified vulnerability in certain COM objects in Microsoft Office Web Components 2000 allows user-assisted remote att

1|

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Microsoft Office Web Components 2000 All All
Application Microsoft Office Web Components 2000 All All

Language

All

All

References

Reference

US-CERT Technical Cyber Security Alert TA08-071A -- Microsoft Updates for Multiple Vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Microsoft Office Web Components ActiveX Control URL Parsing Remote Code Execution Vulnerability
Repository / Oval Repository

Microsoft Office Web Components Two Vulnerabilities - Advisories - Secunia

Microsoft Office Web Components URL Parsing Bug Lets Remote Users Execute Arbitrary Code - SecurityTracker
VU#654577 - Microsoft Office Web Components Spreadsheet ActiveX control URL parsing stack buffer overflow
SSRT080028

Microsoft Security Bulletin MS08-017 - Critical | Microsoft Docs

CVE Program record

NVD vulnerability detail

1

Source Link

CERT WWW.US-C
VUPEN WWW.vVup
BID WWW.Secl
OVAL oval.cisec

SECUNIA secunia.c

SECTRACK www.secl

CERT-VN www.kb.c

HP

MS

marc.info

docs.mict

CVE.ORG WWW.CVE.

NVD

nvd.nist.g
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AR AR AR


https://cve.report/
https://cve.report/CVE-2006-4695/mitre
https://cve.report/CVE-2006-4695/nist
https://cve.report/CVE-2006-4695/cve_org
https://cve.report/CVE-2006-4695.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/office_web_components
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/office_web_components
http://www.us-cert.gov/cas/techalerts/TA08-071A.html
http://www.vupen.com/english/advisories/2008/0849/references
http://www.securityfocus.com/bid/28135
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14227
http://secunia.com/advisories/29328
http://www.securitytracker.com/id?1019580
http://www.kb.cert.org/vuls/id/654577
http://marc.info/?l=bugtraq&m=120585858807305&w=2
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2008/ms08-017
https://www.cve.org/CVERecord?id=CVE-2006-4695
https://nvd.nist.gov/vuln/detail/CVE-2006-4695

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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