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Summary

CVE CVE-2006-4712

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-12 16:07:00 UTC

Updated 2018-10-17 21:39:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in Sage 1.3.6 allow remote attackers to inject arbitrary web script or HTML via JavaScript in a content:encoded element within an item element in an RSS feed, as demonstrated by four example content:encoded elements that use XMLHttpRequest to read arbitrary local files, aka "Cross Context Scripting."

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sage Sage 1.3.6 All All All

Application Sage Sage 1.3.6 All All All

References

Reference Source Link Tags

Cross Context Scripting with Sage MISC downloads.securityfocus.com Exploit

snellspace.com » Blog Archive » Attack Delivery TestSuite MISC www.snellspace.com

SecurityReason - Cross Context Scripting with Sage SREASON securityreason.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

snellspace.com » Blog Archive » Feed Security MISC www.snellspace.com

Sage Input Validation Vulnerability BID www.securityfocus.com Exploit

Sam Ruby: Attack Delivery TestSuite MISC www.intertwingly.net

Cross Context Scripting with Sage MISC www.gnucitizen.org

Firefox Sage Extension Feed Script Insertion Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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