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Summary

CVE CVE-2006-4758

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-13 23:07:00 UTC

Updated 2018-10-17 21:39:00 UTC

Description phpBB 2.0.21 does not properly handle pathnames ending in %00, which allows remote authenticated administrative users to upload arbitrary files, as demonstrated by a query to admin/admin_board.php with an avatar_path parameter ending in .php%00.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpbb Group Phpbb 2.0.21 All All All

Application Phpbb Group Phpbb 2.0.21 All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

phpBB • phpBB 2.0.22 released MISC www.phpbb.com

phpBB "avatar_path" PHP Code Execution Vulnerability - Advisories - Secunia SECUNIA secunia.com

#388120 - CVE-2006-4758: arbitrary file upload vulnerability - Debian Bug report logs CONFIRM bugs.debian.org

уязвимости во многих популярных движках из за некоректной работы файловых функций языка PHP MISC www.security.nnov.ru

Debian update for phpbb2 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

phpBB Avatar_Path PHP Code Execution Vulnerability BID www.securityfocus.com

Debian -- Security Information -- DSA-1488-1 phpbb2 DEBIAN www.debian.org

PHPBB Multiple Input Validation Vulnerabilities BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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