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Heap-based buffer overflow in loader_tga.c in imlib2 before 1.2.1, and possibly other versions, allows user-assisted remote
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Enlightenment Imlib2 1.0 All All All
Enlightenment Imlib2 1.0.1 All All All
Enlightenment Imlib2 1.0.2 All All All
Enlightenment Imlib2 1.0.3 All All All
Enlightenment Imlib2 1.0.4 All All All
Enlightenment Imlib2 1.0.5 All All All
Enlightenment Imlib2 1.1 All All All
Enlightenment Imlib2 1.1.1 All All All
Enlightenment Imlib2 1.1.2 All All All
Enlightenment Imlib2 1.0 All All All
Enlightenment Imlib2 1.0.1 All All All
Enlightenment Imlib2 1.0.2 All All All
Enlightenment Imlib2 1.0.3 All All All
Enlightenment Imlib2 1.0.4 All All All
Enlightenment Imlib2 1.0.5 All All All
Enlightenment Imlib2 1.1 All All All
Enlightenment Imlib2 1.1.1 All All All
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References

Reference Source Link Tags

Security Announcement SUSE www.novell.com

IMlib2 Library Multiple Arbitrary Code Execution Vulnerabilities BID www.securityfocus.com

30103 OSVDB www.osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

www.discontinuity.info/~rowan/pocs/libimlib2_pocs-1.2.0-2.2.tar.gz MISC www.discontinuity.info

Gentoo Linux Documentation -- imlib2: Multiple vulnerabilities GENTOO security.gentoo.org

imlib2 Multiple Image File Processing Vulnerabilities - Advisories - Secunia  SECUNIA secunia.com Vendor Advisor

Advisories | Mandriva MANDRIVA  www.mandriva.com

Gentoo update for imlib2 - Advisories - Secunia SECUNIA secunia.com

usn/usn-376-2 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com Patch

Mandriva update for imlib2 - Advisories - Secunia SECUNIA secunia.com Patch, Vendor /

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

usn/usn-376-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com Patch

Advisories - Mandriva Linux MANDRIVA  www.mandriva.com

Ubuntu update for imlib2 - Advisories - Secunia SECUNIA secunia.com Patch, Vendor /

Webmail - OVH VUPEN Www.vupen.com

CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy
4]

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-11-22 Mark J Cox Not vulnerable. Red Hat Enterprise Linux 2.1, 3, and 4 do not include imlib2.

There are currently no legacy QID mappings associated with this CVE.
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