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Integer overflow in Qt 3.3 before 3.3.7, 4.1 before 4.1.5, and 4.2 before 4.2.1, as used in the KDE khtml library, kdelibs 3.1..
|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)
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Application

Application

Vendor Product Version Update Edition Language
Digia Qt 3.3.0 All All All
Digia Qt 3.3.1 All All All
Digia Qt 3.3.2 All All All
Digia Qt 3.3.3 All All All
Digia Qt 3.34 All All All
Digia Qt 3.35 All All All
Digia Qt 3.3.6 All All All
Digia Qt 41.0 All All All
Digia Qt 4141 All All All
Digia Qt 41.2 All All All
Digia Qt 4.1.3 All All All
Digia Qt 41.4 All All All
Digia Qt 4.2.0 All All All
Digia Qt 3.3.0 All All All
Digia Qt 3.3.1 All All All
Digia Qt 3.3.2 All All All
Digia Qt 3.3.3 All All All
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Ubuntu update for Qt - Advisories - Secunia

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia

Source

SUSE

SLACKW

MANDRI

MANDRI

SECUNIA

SECUNIA

SECUNIA

OVAL


http://cve.report/vendor/digia
http://cve.report/software/digia/qt
http://cve.report/vendor/digia
http://cve.report/software/digia/qt
http://cve.report/vendor/digia
http://cve.report/software/digia/qt
http://cve.report/vendor/digia
http://cve.report/software/digia/qt
http://cve.report/vendor/digia
http://cve.report/software/digia/qt
http://cve.report/vendor/digia
http://cve.report/software/digia/qt
http://cve.report/vendor/digia
http://cve.report/software/digia/qt
http://cve.report/vendor/digia
http://cve.report/software/digia/qt
http://cve.report/vendor/digia
http://cve.report/software/digia/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/qt
http://cve.report/software/qt/qt
http://cve.report/vendor/redhat
http://cve.report/software/redhat/kdelibs
http://cve.report/vendor/redhat
http://cve.report/software/redhat/kdelibs
http://lists.suse.com/archive/suse-security-announce/2006-Oct/0006.html
http://slackware.com/security/viewer.php?l=slackware-security&y=2006&m=slackware-security.483634
http://www.mandriva.com/security/advisories?name=MDKSA-2006:186
http://www.mandriva.com/security/advisories?name=MDKSA-2006:187
http://secunia.com/advisories/22929
http://secunia.com/advisories/22479
http://secunia.com/advisories/22520
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10218

Gentoo update tor gt - Advisories - Secunia

Gentoo Linux Documentation -- AMD64 x86 emulation Qt library: Integer overflow

Trolltech Releases Qt 3.3.7, 4.1.5 and 4.2.1, Addressing Security Issue — Trolltech

Debian -- Security Information -- DSA-1200-1 gt-x11-free

20061002-01-P

Debian update for qt-x11-free - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Trolltech QT Pixmap Images Integer Overflow Vulnerability

Mandriva update for kdelibs - Secunia.com

rhn.redhat.com | Red Hat Support

[#RPL-723] gt and kdelibs integer overflow - rPath JIRA

rhn.redhat.com | Red Hat Support

SUSE update for Qt - Advisories - Secunia

KDE Konqueror Integer Overflow in Processing Pixmap Images May Let Remote Users Execute Arbitrary Code - SecurityTracker
Webmail - OVH

Gentoo Linux Documentation -- Qt: Integer overflow

Slackware update for Qt - Advisories - Secunia

SecurityFocus

rPath update for kdelibs and gt-x11-free - Secunia.com

Gentoo update for emul-linux-x86-gtlibs - Advisories - Secunia

SGI Advanced Linux Environment Update for kdelibs - Secunia Advisories - Vulnerability Intelligence - Secunia.com
210742 — CVE-2006-4811 gt integer overflow

Qt Pixmap Image Handling Integer Overflow Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com
20061101-01-P

Red Hat update for gt - Advisories - Secunia

usn/usn-368-1 - Ubuntu: Linux for human beings

Security Advisory SA22579 - Mandriva update for Qt - Secunia
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Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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