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Integer overflow in PHP 5 up to 5.1.6 and 4 before 4.3.0 allows remote attackers to execute arbitrary code via an argument
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 4.0 All All All
Php Php 4.01 All All All
Php Php 4.0.1 patch1 All All
Php Php 4.01 patch2 All All
Php Php 4.0.2 All All All
Php Php 4.0.3 All All All
Php Php 403 patch1 All All
Php Php 4.0.4 All All All
Php Php 405 All All Al
Php Php 4.0.6 All All All
Php Php 4.0.7 All All Al
Php Php 4.0.7 rci All All
Php Php 4.0.7 rc2 All Al
Php Php 4.0.7 rc3 All All
Php Php 4.1.0 All All All
Php Php 411 All All All

Php Php 41.2 All All All
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Application Php Php 4.1.0 All All All
Application Php Php 4141 All All All
Application Php Php 41.2 All All All
Application Php Php 4.2 All dev All
Application Php Php 4.2.0 All All All
Application Php Php 421 All All All
Application Php Php 4.2.2 All All All
Application Php Php 423 All All All
Application Php Php 5.0 rci All All
Application Php Php 5.0 rc2 All All
Application Php Php 5.0 rc3 All All
Application Php Php 5.0.0 All All All
Application Php Php 5.0.1 All All All
Application Php Php 5.0.2 All All All
Application Php Php 5.0.3 All All All
Application Php Php 5.04 All All All
Application Php Php 5.0.5 All All All
Application Php Php 5.1.0 All All All
Application Php Php 5.1.1 All All All
Application Php Php 5.1.2 All All All
Application Php Php 5.1.3 All All All
Application Php Php 51.4 All All All
Application Php Php 5.1.5 All All All
Application Php Php 5.1.6 All All All
Reference
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Hardened-PHP Project - PHP Security - Advisory 09/2006

rhn.redhat.com | Red Hat Support

SecurityFocus
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-06-26 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch. This

4] |

There are currently no legacy QID mappings associated with this CVE.
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