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CVE CVE-2006-4813
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-12 20:07:00 UTC
Updated 2023-02-13 02:16:00 UTC
Description The __block_prepare_write function in fs/buffer.c for Linux kernel 2.6.x before 2.6.13 does not properly clear buffers during

/ |
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.0 test1 All All
Operating System Linux Linux Kernel 2.6.0 test10 All All
Operating System Linux Linux Kernel 2.6.0 test11 All All
Operating System Linux Linux Kernel 2.6.0 test2 All All
Operating System Linux Linux Kernel 2.6.0 test3 All All
Operating System Linux Linux Kernel 2.6.0 test4 All All
Operating System Linux Linux Kernel 2.6.0 tests All All
Operating System Linux Linux Kernel 2.6.0 test6 All All
Operating System Linux Linux Kernel 2.6.0 test7 All All
Operating System Linux Linux Kernel 2.6.0 test8 All All
Operating System Linux Linux Kernel 2.6.0 test9 All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.1 rci All All
Operating System Linux Linux Kernel 2.6.1 rc2 All All
Operating System Linux Linux Kernel 2.6.1 rc3 All All
Operating System Linux Linux Kernel 2.6.10 All All All
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uperating Sysiem LINux LINuX Kernel 2.0.8.1.5 All amab4 Al
Operating System Linux Linux Kernel 2.6.8.1.5 All amd64_k8 All
Operating System Linux Linux Kernel 2.6.8.1.5 All amd64_k8_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All amd64_xeon All
Operating System Linux Linux Kernel 2.6.8.1.5 All k7 All
Operating System Linux Linux Kernel 2.6.8.1.5 All k7_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All power3 All
Operating System Linux Linux Kernel 2.6.8.1.5 All power3_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All power4 All
Operating System Linux Linux Kernel 2.6.8.1.5 All powerd_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All powerpc All
Operating System Linux Linux Kernel 2.6.8.1.5 All powerpc_smp All
Operating System Linux Linux Kernel 2.6.9 All All All
Operating System Linux Linux Kernel 2.6.9 2.6.20 All All
Operating System Linux Linux Kernel 2.6.9 rci All All
Operating System Linux Linux Kernel 2.6.9 rc2 All All
Operating System Linux Linux Kernel 2.6.9 rc3 All All
Operating System Linux Linux Kernel 2.6.9 rc4 All All
Operating System Linux Linux Kernel 2.6_test9_cvs All All All
Reference Source Link Tags
Linux Kernel FS/Buffer.C Local Information Disclosure Vulnerability BID www.securityfocus.com
Debian update for kernel - Advisories - Secunia SECUNIA secunia.com
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM www.kernel.org
Security Announcement SUSE www.novell.com
rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com
Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com
SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com
Mandriva update for kernel - Advisories - Secunia SECUNIA secunia.com
Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com
207463 — CVE-2006-4813 Information leak in __block_prepare_write() CONFIRM bugzilla.redhat.com Patch
Repository / Oval Repository OVAL oval.cisecurity.org
kernel/git/torvalds/linux.git - Linux kernel source tree MISC www.kernel.org
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
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http://www.securityfocus.com/bid/21522
http://secunia.com/advisories/23370
http://www.kernel.org/git/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=152becd26e0563aefdbc4fd1fe491928efe92d1f
http://www.novell.com/linux/security/advisories/2006_79_kernel.html
http://rhn.redhat.com/errata/RHSA-2007-0014.html
http://secunia.com/advisories/23384
http://secunia.com/advisories/23474
http://secunia.com/advisories/23752
http://secunia.com/advisories/23997
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=207463
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11701
http://www.kernel.org/git/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=152becd26e0563aefdbc4fd1fe491928efe92d1f
http://www.mandriva.com/security/advisories?name=MDKSA-2007:025
http://www.mandriva.com/security/advisories?name=MDKSA-2007:012

Avaya Products Kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-1233-1 kernel-source-2.6.8 DEBIAN www.us.debian.org

usn/usn-395-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com

ASA-2007-063 (RHSA-2007-0014) CONFIRM support.avaya.com

31376 OSvVDB osvdb.org

CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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