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PHP remote file inclusion vulnerability in inc/claro_init_local.inc.php in Claroline 1.7.7 and earlier, as used in Dokeos and pc

| 1|

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Claroline  Claroline 1.2 All All All
Claroline  Claroline 1.3 All All All
Claroline  Claroline 1.4 All All All
Claroline  Claroline 1.5 All All All
Claroline  Claroline 1.5.3 All All All
Claroline  Claroline 1.5.4 All All All
Claroline  Claroline 1.6 All All All
Claroline  Claroline 1.6_beta All All All
Claroline  Claroline 1.6_rci All All All
Claroline  Claroline 1.7 All All All
Claroline  Claroline 1.7 All All All
Claroline  Claroline 1.7.2 All All All
Claroline  Claroline 1.7.3 All All All
Claroline  Claroline 1.7.4 All All All
Claroline  Claroline 1.7.5 All All All
Claroline  Claroline 1.7.6 All All All
Claroline  Claroline 1.2 All All All
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Application  Claroline  Claroline 1.3 All All All
Application  Claroline  Claroline 1.4 All All All
Application  Claroline  Claroline 1.5 All All All
Application  Claroline  Claroline 1.5.3 All All All
Application  Claroline  Claroline 154 All All All
Application ~ Claroline  Claroline 1.6 All All All
Application  Claroline  Claroline 1.6_beta All All All
Application ~ Claroline  Claroline 1.6_rct All All All
Application ~ Claroline  Claroline 1.7 All All All
Application ~ Claroline  Claroline 1.7.1 All All All
Application  Claroline  Claroline 1.7.2 All All All
Application ~ Claroline  Claroline 1.7.3 All All All
Application  Claroline  Claroline 1.7.4 All All All
Application  Claroline  Claroline 1.7.5 All All All
Application  Claroline  Claroline 1.7.6 All All All
Application ~ Claroline  Claroline All All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 14 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 1.5 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 1.5.3 All All All
Application ~ Dokeos Open Source Learning And Knowledge Management Tool 1.5.4 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 155 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 1.6.4 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 1.6.4_p1 Al All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 1.6.5 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 1.6_rc2 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 1.4 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 1.5 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 153 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 154 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 155 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 1.6.4 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 1.6.4_p1 Al All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 1.6.5 All All All
Application  Dokeos Open Source Learning And Knowledge Management Tool 1.6_rc2 All All All
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Reference Source Link Tags
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vend
Page non trouvée - Claroline CONFIRM  www.claroline.net Patch
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
Contact Support MISC www.gulftech.org Explo
Dokeos "extAuthSource['newUser']" File Inclusion Vulnerability - Advisories - Secunia  SECUNIA  secunia.com Vend
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vend
Contact Support MISC www.gulftech.org

Claroline Claro_Init_Local.Inc.PHP Remote File Include Vulnerability BID www.securityfocus.com Patch
Claroline "extAuthSource['newUser']" File Inclusion Vulnerability - Advisories - Secunia SECUNIA  secunia.com Explo
CVE Program record CVE.ORG www.cve.org canor
NVD vulnerability detail NVD nvd.nist.gov canor
‘ B

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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