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Summary

CVE CVE-2006-4881

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-19 21:07:00 UTC

Updated 2018-10-17 21:40:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in David Bennett PHP-Post (PHPp) 1.0 and earlier allow remote attackers to inject arbitrary web script or HTML via (1) the replyuser parameter in (a) pm.php; (2) the txt_jumpto parameter in (b) dropdown.php; the (3) txt_error and (4) txt_templatenotexist parameters in (c) template.php; the (5) split parameter in certain files, as demonstrated by (d) editprofile.php, (e) search.php, (f) index.php, and (g) pm.php; and the (6) txt_login parameter in (h) loginline.php; and allow remote authenticated users to inject arbitrary web script or HTML via the (7) txt_logout parameter in (i) loginline.php.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application David Bennett Php-post All All All All

References

Reference Source Link Tags

28968 OSVDB www.osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

PHP-Post Multiple Input Validation Vulnerabilities BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

28972 OSVDB www.osvdb.org

SecurityReason - PHP-Post Multiple Input Validation Vulnerabilities SREASON securityreason.com

28970 OSVDB www.osvdb.org

PHP-Post Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

28969 OSVDB www.osvdb.org

28971 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2006-4881/mitre
https://cve.report/CVE-2006-4881/nist
https://cve.report/CVE-2006-4881/cve_org
https://cve.report/api/cve/CVE-2006-4881.json
https://cve.report/CVE-2006-4881.pdf
http://cve.report/vendor/david_bennett
http://cve.report/software/david_bennett/php-post
http://www.osvdb.org/28968
https://exchange.xforce.ibmcloud.com/vulnerabilities/29017
http://www.securityfocus.com/bid/20061
http://www.securityfocus.com/archive/1/446318/100/0/threaded
http://www.vupen.com/english/advisories/2006/3688
http://www.osvdb.org/28972
http://securityreason.com/securityalert/1607
http://www.osvdb.org/28970
http://secunia.com/advisories/22014
http://www.osvdb.org/28969
http://www.osvdb.org/28971
https://www.cve.org/CVERecord?id=CVE-2006-4881
https://nvd.nist.gov/vuln/detail/CVE-2006-4881


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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