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Summary

CVE CVE-2006-4887

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-19 21:07:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Apple Remote Desktop (ARD) for Mac OS X 10.2.8 and later does not drop privileges on the remote machine while installing certain applications, which allows local users to bypass authentication and gain privileges by selecting the icon during installation. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Apple Remote Desktop 2.0.0 All All All

Application Apple Apple Remote Desktop 2.1.0 All All All

Application Apple Apple Remote Desktop 3.0.0 All All All

Application Apple Apple Remote Desktop 2.0.0 All All All

Application Apple Apple Remote Desktop 2.1.0 All All All

Application Apple Apple Remote Desktop 3.0.0 All All All

Operating System Apple Mac Os X All All All All
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SecurityFocus BUGTRAQ www.securityfocus.com
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SecurityFocus BUGTRAQ www.securityfocus.com
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Apple Remote Desktop Local Authentication Bypass Vulnerability BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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