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Summary

CVE CVE-2006-4926

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-10-20 22:07:00 UTC

Updated 2018-10-17 21:40:00 UTC

Description The NDIS-TDI Hooking Engine, as used in the (1) KLICK (KLICK.SYS) and (2) KLIN (KLIN.SYS) device drivers 2.0.0.281 for in Kaspersky Labs Anti-Virus 6.0.0.303 and other Anti-Virus and Internet Security products, allows local users to execute arbitrary code via crafted Irp structure with invalid addresses in the 0x80052110 IOCTL.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kaspersky Lab Kaspersky Anti-virus 5.0 All windows_workstations All

Application Kaspersky Lab Kaspersky Anti-virus 6.0 All workstations All

Application Kaspersky Lab Kaspersky Anti-virus 5.0 All windows_workstations All

Application Kaspersky Lab Kaspersky Anti-virus 6.0 All workstations All

Application Kaspersky Lab Kaspersky Anti-virus Personal 5.0 All All All

Application Kaspersky Lab Kaspersky Anti-virus Personal 5.0 All All All

Application Kaspersky Lab Kaspersky Anti-virus Personal Pro 5.0 All All All

Application Kaspersky Lab Kaspersky Anti-virus Personal Pro 5.0 All All All

Application Kaspersky Lab Kaspersky Internet Security 6.0 maintenance_pack_2 All All

Application Kaspersky Lab Kaspersky Internet Security 6.0 maintenance_pack_2 All All

References

Reference Source Link

20061020 Kaspersky Labs Anti-Virus IOCTL Local Privilege Escalation Vulnerability IDEFENSE labs.idefense.com

Vulnerability in the IOCTL for the Klin.sys driver CONFIRM www.kaspersky.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
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SecurityFocus BUGTRAQ www.securityfocus.com

29891 OSVDB www.osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

Webmail - OVH VUPEN www.vupen.com

Kaspersky Labs Anti-Virus NDIS-TDI Hooking Engine Local Privilege Escalation Vulnerability BID www.securityfocus.com

Kaspersky Anti-Virus Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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