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Summary

CVE CVE-2006-4965

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-25 00:07:00 UTC

Updated 2018-10-17 21:40:00 UTC

Description Apple QuickTime 7.1.3 Player and Plug-In allows remote attackers to execute arbitrary JavaScript code and possibly conduct other attacks via a QuickTime Media Link (QTL) file with an embed XML element and a qtnext parameter that identifies resources outside of the original domain. 

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Quicktime 7.1.3 All All All

Application Apple Quicktime 7.1.3 All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityReason - Backdooring MP3 files (plus QuickTime issues and Cross-context Scripting) SREASON securityreason.com

SecurityTracker.com Archives - QuickTime 'qtnext' Parameter Lets Remote Users Execute Arbitrary Commands SECTRACK www.securitytracker.com

Apple QuickTime Plug-In Local Resource Linking Weakness - Advisories - Secunia SECUNIA secunia.com

0DAY QuickTime pwns Firefox MISC www.gnucitizen.org

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

APPLE-SA-2007-03-05 QuickTime 7.1.5 APPLE lists.apple.com

US-CERT Vulnerability Note VU#751808 CERT-VN www.kb.cert.org

MySpace QuickTime Worm Follow-up MISC www.gnucitizen.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Apple QuickTime Plug-In Arbitrary Script Execution Weakness BID www.securityfocus.com
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Backdooring MP3 Files MISC www.gnucitizen.org

About the security content of QuickTime 7.1.5 CONFIRM docs.info.apple.com

SUSE update for MozillaFirefox, mozilla, and seamonkey - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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